®ELEPANIbHAA CNYXKBA BE3OMNACHOCTU POCCUIACKOWN ®EAEPALUU

NPUKA3
oT 27 peKkabpsa 2011 r. Ne 796

OB YTBEP}/EHWUN TPEEOBAHUIA
K CPEAICTBAM 3/IEKTPOHHO NOANMUCU U TPEBOBAHUIA K CPEACTBAM
Y/I0CTOBEPAIOLLIENO LEEHTPA

B cooTtBeTcTBMM € YacTbio 5 ctaTbn 8 PepepanbHOro 3akKoHa ot 6 anpena 2011 r. Ne
63-®3 «06 31eKTPOHHOMN NoANMCU»! NPUKa3bIBalo:

1. YTBEPAUTL:

TpeboBaHWsA K cpeacTBam 3/IEKTPOHHOM nognuck (npunoxeHne Ne 1);
TpeboBaHWsA K cpeacTBam yA0CTOBEPAIOLLErO LeHTpa (npunoxeHne No 2).
2. Hactoawmin npukas gerncteyet go 1 AaHBaps 2027 r.

AuvpekTop
A.BOPTHUKOB

1 CobpaHue 3akoHoaaTenbcTBa Poccuitckoit deaepaumm, 2011, Ne 15, ct. 2036; Ne 27, cT. 3880.



MpunoxeHne Ne 1
K npukasy ®Cb Poccuun
oT 27 pekabps 2011 r. Ne 796

TpeboBaHUA K cpeacTBam 3/1IeKTPOHHOM noanucu
I. O6bwme nonoxkeHusa

1. Hactoawme TpeboBaHMA pa3paboTaHbl B COOTBETCTBMMU ¢ PenepasibHbIM 3aKOHOM OT
6 anpens 2011 r. Ne 63-®3 «O6 aneKTpoHHOW noagnucu» (aanee — PeaepanbHbl 3aKOH).

2. B Hactoawmx TpeboBaHUAX MCMNONb3YIOTCA CAeAylolme OCHOBHbIe MOHATUSA,
onpegeneHHble B cTaTbe 2 PegepanbHOro 3aKoHa:

1) asnekTpoHHas nognucb (manee —3M) — WMHPoOpMaUUsA B 3SNEKTPOHHOU dopme,
KOTOpasA npucoeamMHeHa K Apyron MHbopmauun B 3NEKTPOHHOM dopme (noanmcbiBaemol
nHpopmaummn) Uam MHbiMm 06pa3om cBA3aHa C TaKon MHPopmMmauMeln U KOTopas UCMOJb3yeTcs
ONA onpegeneHunsa nmua, NoanucbiBaroLLEero MHGOPMaLLMIo;

2) yaoctoBepaAwwmMin ueHTp (aanee — YLU) — opuandeckoe nvuo, MHAMBUAYANbHbLIN
npegnpvHumaTens nMbo rocyAapCTBEHHbIM OpPraH WMAW OpraH MeCTHOro CaMoynpaBiAeHUs,
ocywecTenaowme GYHKUMM NO CO34aHMIO U Bblaaye cepTUPUKATOB Karodein nposepku I, a
TaKXe UHble QYHKLUNM, NpeaycMoTpeHHble PeaepanbHbiM 3aKOHOM;

(8 pea. Mpukasa Cb Poccum o1 04.12.2020 Ne 555)

3) kntod I — yHMKaNbHaA MNociefoBaTe/IbHOCTb CMMBOJIOB, NpeaHa3HaYyeHHasa Ans
cosgaHua I,

4) knou nposepku I — yHUKaNbHas NoCNeAoBaTeNbHOCTb CMMBOJIOB, OAHO3HAYHO
cBA3aHHaA ¢ Kawo4vom 3 M npegHasHayeHHaAa Aas MNPoBepKM noasunHHocTn IMN (panee —
nposepka 3M);

5) cpepctea M — wudposanbHble (KpunTorpaduyeckme) cpeacTsa, UCNoblyemble g
peanusaumm xota 6bl 0AHON U3 cneaytowmnx GyHKUMM — co3ganune M, nposepka 3, co3gaHune
Katoya Il m kntoya nposepku IT;

6) cepTdUKaT Kaova NPoBePKU I — 3NEKTPOHHbLIN AOKYMEHT WAU OOKYMEHT Ha
bymaxHOM HocuTene, BblgaHHble YL, nnbo posBepeHHbIMm nuuom YL 1M noateep:kpatowme
NPMHagNeXHOCTb Katova nposepku I Bnagenbuy ceptuduKaTa Katova nposepku 3.

3. Hactoawmwme TpeboBaHMA ycTaHaBAMBAIOT CTPYKTYPY U codeprkaHue TpeboBaHMM K
cpeacteam I,

4. Hactoawue TpeboBaHMA npepHa3HavyeHbl A1A 3aKa34YMKOB W pa3paboTymKoB
pa3pabaTtbiBaembix (MoaepHU3npyemblx) cpeacts 3l Npu Ux B3aMMOAENCTBUN MeXKAY COBOM, ¢
OpraHM3auuAMK, NPOBOAALMMM KpUNTOrpaduyeckme, MHHXKEeHepHO-Kpuntorpadpmuyeckne u
cneumanbHble uccnegosaHma cpepcts O, ®Cb Poccumn, ocywecTBnAlOWwEen noaTBepKAeHUE
cooTBeTcTBMA cpeacTts Il HacToAwmMM TpeboBaHMAM.

5. HactoAawme TpeboBaHWA pacnpocTpaHAaoTca Ha cpeacTsa dI, npeaHasHavyeHHble
ANA UCNONb30BaHMA Ha Tepputopunm Poccuitckonn depepaummn, B yuperkaeHuax Poccuiickomn
dPepepaunm 3a pyberkom M B HaxopAwmxca 3a pybexkom o060cobneHHbIX noapasaeneHusax
pUANYECKUX nul, 06pasoBaHHbIX B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoi
depgepaunm.

6. K cpeacteBam 31 B YacTm wux pa3paboTKM, NpPOM3BOACTBA, peanmsauum wu
3KCnAyaTauMn npeabABnAlOTCA TpeboBaHMA, 3aKpenneHHble [lofokeHMem O pa3paboTke,
Nnpou3BOACTBE, peanu3auum U 3KcnayaTaumm WndpoBanbHbIX (Kpuntorpaduyeckmnx) cpeacrts



3awWnTbl HPopmaumm (MonoxkeHmne MK3-2005), yTBepxaeHHbIM npukazom ®CB Poccum ot 9
despana 2005 r. Ne 662 (c M3meHeHUAMM, BHeCeHHbIMM npukazom ®CB Poccum oT 12 anpens
2010 r. Ne 1733), ana wndposanbHbiX (KpUnTorpapuyeckmx) cpeacts 3alimTbl MHGOPMaLUK C
OrpaHMYEHHbIM [OCTYNOM, He COAEep’Kallleit CBeAEHWW, COCTaBASAKOWMX TOCYAAPCTBEHHYIO
TaWHy.

7. TpeboBaHua K TexHosorMam cos3gaHus (bopmupoBaHusa) M nposepku I ¢
nomolbio cpeactsa 3l yKasblBAlOTCA B TAKTUKO-TEXHUYECKOM 33a4aHUM WU TEXHUYECKOM
3343aHUM  Ha nNpoOBeAeHWEe OMbITHO-KOHCTPYKTOPCKOM paboTbl WMAM  COCTaBHOM  4acTu
ONbITHO-KOHCTPYKTOPCKOM paboTbl No paspaboTtke (MogepHu3aumm) cpeactea Il (ganee — T3
Ha pa3paboTKy (MoaepHU3aunio) cpeactaa IMM).

Il. Tpe6oBaHusA K cpeacteam 3

8. Mpwn co3paHum 3l cpeactaa Il AOMKHbI:

- MNOKasblBaTb /AWMLY, MNOAMUCbIBAOWEMY 3NEKTPOHHbIA [OKYMEHT, COAeprKaHue
nHbOPMaLLMKM, KOTOPYHO OH NoanucbiBaeT?;

- co3gasatb Ol TONbKO Nocne noATBEPXAEHMA  INULOM, MNOAMNUCHIBAOLWNM
3N1EKTPOHHbIN JOKYMEHT, onepauun no cosgaxuio 3M°;

- OIHO3HAYHO MOKa3blBaTb, 4To I cozaaHa’.

9. Mpwn nposepke I cpeactsa Il AOMKHbI:

- MOKa3blBaTb COAEPMKAHNE INEKTPOHHOrO AOKYMEHTA, noanucaHHoro 3MM7;

- NOKa3blBaTb MHPOPMALMIO O BHECEHUM U3MEHEHWIN B NOANUCAHHDbIN 3l 3NEeKTPOHHbIN
[OKYMeHTS;

- YKasblBaTb Ha MU0, C MUCNoAb30BaHMem Kawoua 31 KoToporo noAmnucaHbl

2 3apeructpuposaH MuHioctom Poccum 3 mapta 2005 r., pernctpaLMoHHbii Ne 6382.
3 3apeructpuposaH MuHioctom Poccum 25 masa 2010 r., pernctpalmoHHbii Ne 17350.

4 Peanusyertcsa B TOM YMC/IE C UCMONb30BAHMEM aNnapaTHbIX U MPOrPaMMHbIX CPEACTB, COBMECTHO C KOTOPbIMU
WTaTHO GYHKLMOHMPYIOT cpeacTtea I 1 KoTopble cnocobHbI NOBAUATL Ha BbIMOJHEHWE NPEAbABAAEMbIX K
cpeactsam MM TpeboBaHUIA, B COBOKYMHOCTU NPEACTaBAAOLLMX cpely QYHKUMOHMpPOoBaHuA cpeacTs I (aanee —
Co).

> Peanu3yeTcs B TOM YMC/E C UCNOJIb30BAHNEM annapaTHbIX U MPOrPaMMHbIX CPEACTB, COBMECTHO C KOTOPbIMU
WTaTHO GYHKLMOHMPYIOT cpeacTtea I 1 KoTopble cnocobHbI NOBAUATL Ha BbIMOJIHEHWE NPEAbABAAEMbIX K
cpeactsam MM TpeboBaHUIA, B COBOKYMHOCTU NPeACTaBAAOLLMX cpely GyHKUMOHMpPOoBaHuA cpeacTs I (aanee —
Co).

& Peanusyetcs B TOM YMCNE C MCNO/Ib30BAHNEM annapaTHbIX M MPOrPaMMHbIX CPELCTB, COBMECTHO C KOTOPbIMU
WTaTHO GYHKUMOHUPYIOT cpeacTsa IM 1 KoTopble CNOCOBHbI NOBAUATL Ha BbINONHEHWE NPEAbABAAEMbIX K
cpepcteam I TpeboBaHMI, B COBOKYNHOCTM NPeACTaBAAOLWMX cpesy GyHKUMOHMpoBaHUAa cpeacTs I (aanee —
Co).

7 Peanusyetcs B TOM YMACNE C MCNO/Ib30BAHNEM annapaTHbIX U MPOrPaMMHbIX CPEACTB, COBMECTHO C KOTOPbIMM
WTaTHO GYHKUMOHUPYIOT cpeacTsa IM 1 KoTopble CNOCOBHbI NOBAUATL Ha BbINONHEHWE NPEAbABAAEMbIX K
cpepcteam I Tpe6oBaHMIA, B COBOKYNHOCTM NPeACTaBAAIOWMX cpedy GyHKUMOHMpoBaHua cpeacTs I (aanee —
Co).

8 Peanusyetcs B TOM YMCNE C MCNO/Ib30BAHNEM annapaTHbIX M MPOrPaMMHbIX CPELCTB, COBMECTHO C KOTOPbIMM
WTaTHO GYHKUMOHUPYIOT cpeacTea II 1 KOTopble CNOCOBHbI NOBAMATL Ha BbINOAHEHUE NPeabABAAEMbIX K
cpepcteam I TpeboBaHMIA, B COBOKYNHOCTM NpeAcTaBAstoWwmx cpeay GyHKumMoHmMposaHua cpeacte MM (aanee —
Co).



3N1EKTPOHHbIE JOKYMEHTbI®.

10. TpeboBaHuMAa nyHKTOB 8 M 9 HacToAwMX TpeboBaHMI He NPUMEHATCA K
cpeactsam 3N, UCNOAb3yeMbIM A1 aBTOMATUYECKOrO CO34aHUS U (MNM) aBTOMATMYECKOM
nposepkn 3 B UHGOPMALMOHHOM cucTeme.

11. CpepactBa 31 A0/MKHbI NPOTMBOCTOATbL Yrpo3am, MpeacTaBaAsoWmMM cobol
LefieHanpaBaeHHble AeMCTBUA C UCNOb30BAHWEM annapaTHbIX U (MAK) NPOrPaMMHbIX CPeACTB
C uenbio HapyweHus 6e3onacHOCTM 3awmuaemoirt cpeactsom 3 MHPopmaumm Man ¢ Lenbto
CO34aHMA YCNOBUIA ANA 3TOro (Aanee — aTaka).

12. B 3aBMCMMOCTM OT CNOCOOHOCTEM NPOTUBOCTOATbL aTakam cpeactsa Il
noapasaenaoTca Ha Knaccbl'o,

13. Cpepctea 3 Knacca KC1l npoTMBOCTOAT aTakam, MNpM CO34aHMKM CnNocobos,
NoAroToBKe U NPOBEeAEHNM KOTOPbIX MCNOJb3YIOTCA CieayroLme BOSMOXKHOCTU:

13.1. CamocToATeNbHOE OCYLEeCTBAeHMEe CO34aHMA CnocobOOB aTakK, NOAroTOBKU U
npoBeAeHnsA aTak.

13.2. leicTBMA Ha Pa3IMYHBIX Tanax *XM3HEHHOro UuMKAa cpeactsa M.

13.3. TllpoBegeHMe aTakM TOJIbKO M3BHE MNPOCTPAHCTBA, B Mpeaenax KoToporo
OCYLLECTB/IAETCA KOHTPONb 3a npebbiBaHMemM U AeUCTBUAMU vl U (MAn) TPaHCMOPTHbIX
cpencTs (Aanee — KOHTPoOAMpyemas 30Ha'?).

13.4. TMpoBegeHne Ha 3Tanax pa3paboTKM, NPOU3BOACTBA,  XPaHEHMUA,
TpaHcnopTMpoBKK cpeacTs Il 1 aTane BBOAA B aKcnayaTaumto cpeacts Il (nyckoHanagouHble
paboTbl) cneayoWmMX aTakK:

- BHECEeHMe HEeCAaHKUMOHMPOBAHHbIX U3MeHeHUI B cpeacTBo I 1 (M) B KOMNOHEHTbI
Cd, B TOM Uncne ¢ UCnosb3oBaHMEM BPEAOHOCHbIX MPOrpamm;

- BHECEHME HECAHKLMOHMPOBAHHbIX M3MEHEHWUI B AOKYMEHTaUMIO Ha cpeactso I u
Ha KOMMNOHeHTbI COP.

13.5. MNpoBeaeHue aTak Ha cneaytowme o6 beKTbl:

- DOKYMeHTaUMIo Ha cpeacTBo I 1 Ha KoMMNoHeHTbl CP;

- 3alMLLaeMble N1eKTPOHHbIE AOKYMEHTbI;

- KNHOYEBYIO, ayTEHTUPULMPYIOLLYIO M NAPOSbHYIO MHGOpMaumio cpeactea IM1;

- cpeacteo Il 1 ero nporpammHble U annapaTHble KOMMNOHEHTbI;

- annapaTtHble cpeacTsa, BxogAawme B CD, BKAKOYAA MUKPOCXEMbI C 3aNMCAHHbIM
MUKpokogom BIOS, ocyuwiecTBaaoWwen MHULUMAAMU3ALMIO 3TUX CpeacTB (Aanee — annapaTtHble
KOMMOHeHTbl CO);

° Peanusyetca B TOM YMCAe C UCMO/b30BaHMEM annapaTHbIX M NPOrpaMMHbIX CPEACTB, COBMECTHO C KOTOPbIMM
WTaTHO GYHKUMOHUPYIOT cpeacTea II 1 KoTopble CNOCOBHbI NOB/AMATL Ha BbINOAHEHNE NPEAbABAAEMbIX K
cpepcteam I TpeboBaHMIA, B COBOKYNHOCTM NPeACTaBAAIOWMX cpedy GyHKUMOHMpOoBaHuA cpeacTs I (aanee —
Co).

10 Heobxoammbiit knacc paspabaTbiBaemoro (MogepHusmpyemoro) cpeactsa 3l onpeaenserca 3akasunkom
(paspaboTunkom) cpeactea I nyTem onpeseneHnsa BO3IMOKHOCTEN OCYLLECTBAATb CO34aHNe cnocoboB aTak,
NoAroToOBKY M NpoBeAeHUe aTak Ha ocHoBe NyHKTOB 13 — 18 HacToAwmx TpeboBaHWI 1 yKa3biBaeTcA B T3 Ha
pa3paboTKy (moaepHU3aumio) cpeactea 3.

11 K stanam »u3HeHHoro umkna cpeactsa MM oTHocaTca paspaboTka (MoaepHMN3aLmMA) yKa3aHHbIX CPeACTB, UX
NPOW3BOACTBO, XPaHEeHWe, TPAHCMOPTUPOBKA, BBOA, B IKCMAyaTaLMIO (MyCKOHaNafo4YHble paboTbl), IKCNayaTaums.

12 TpaHuLEeil KOHTPOMPYEMOIt 30HbI MOTYT BbITh: NEPUMETP OXPAHAEMOI TePPUTOPUM NPeaNpPUATUSA
(yupexaeHus), orpaxaatolme KOHCTPYKLMM OXPaHAEMOro 34aH1A, OXPaHAEMOM YacTu 34aHNUA, BblAEEHHOro
nomeLLeHus.



- NPOrpaMMHble KOMMNOHEHTbI CO;

- AaHHble, NepefaBaeMble MO KaHanam CBA3W;

- MOMeELEHUNA, B KOTOPbIX HAXOAWUTCA COBOKYMHOCTb MPOrPAaMMHbIX U TEXHUYECKUX
aNemMeHToB cucTtem 06paboTKM AaHHbIX, CMOCOBOHbIX GYHKUMOHMPOBATb CAMOCTOATENIbHO UN B
cocTaBe gpyrux cuctem (aanee — CBT), Ha KOTOpbIX peannsoBaHbl cpeactsa I mn Co;

- UHble 0OBEKTbI aTaK, KOTOpPble NPU HEOBXOAMMOCTU YKa3biBatoTca B T3 Ha pa3paboTKy
(mopepHusaumio) cpeactsa I c y4eTOM MCNONb3YEMbIX B WMHGPOPMALMOHHON cUCTEMe
MHOOPMALMOHHbBIX TEXHONOrMK, annapaTHbiXx cpeacts (aanee — AC) M nporpammHoro
obecneyenua (nanee — MO).

13.6. Mony4yeHune cnegyowen MHGopMmauunm:

- obwwux ceegeHMn 06 WHGOOPMALMOHHOM CUCTEME, B KOTOPOWM WCMNONb3yeTca
cpegctBo M (Ha3HayeHWe, cocTaB, onepatop, OO6beKTbl, B KOTOPbIX pPasMeLLeHbl pecypcbl
MHGOPMaLMOHHOMN CUCTEMBI);

- cBeAeHMNM 06 MHPOPMALMOHHBIX TexHosoruax, 6asax gaHHblx, AC, MO,
MCNoNb3yeMblX B MHPOPMALLMOHHOM CUCTEME COBMECTHO CO cpeactsom 3IIT;

- cBeAeHUM o OU3MYECKMX Mepax 3aluTbl OOBLEKTOB, B KOTOPbIX PasMELLEHbI
cpeacrtea If1;

- cBedeHWM o0 mepax Mo obecrneyeHUI0 KOHTPO/IMPYEMOM 30Hbl OODBLEKTOB
MHPOPMALMOHHOM CUCTEMbI, B KOTOPOM UCNnonb3yeTca cpeactso IM1;

- CBEAEHMMN O Mepax No pasrpaHMYeHmnIo 4OCTyNna B NOMELLEHMA, B KOTOPbIX HaxoaATcA
CBT, Ha KoTOpbIX peannsoBaHbl cpegcrtea Il n Co;

- coAeprKkaHuA HaxoasdAllelnca B cBO6OAHOM A0CTyne AOKYMEHTaUMM Ha annapaTtHble U
nporpaMmmHble KOMMNOHEHTbI cpeacTea Il n Co;

- obwwux cBegeHWt o 3awmwaemon uHGopmMauuM, UCNOAb3YyEMOW B Mpouecce
aKcnayaTaumm cpeactsa IM1;

- BCEX BO3MOMHbIX AaHHbIX, NepeAaBaeMblX B OTKPbITOM BMAE NO KaHa/llaM CBfi3U, He
3aWMLWEHHbIM  OT HeCaHKUMOHMpOBaHHOro gaoctyna (manee — HCO) K umHPopmaumm
OpPraHM3auNMOHHO-TEXHUYECKMMM Mepamu;

- CBEAEHUM O NIMHUAX CBA3KM, MO KOTOPbIM NepeaaeTca 3alwmuiaeman cpeactsom Il
nHpopmayms;

- cBeAeHUM 060 Bcex MPOABMAIOLWMXCA B KaHaNax CBA3M, He 3almuieHHbix oT HCA K
MHPOpMaLMN OPraHU3aLMOHHO-TEXHUYECKUMN MEPaMM, HapyLeHMAX NpaBua 3KCnayaTauuu
cpegctsa O un Co;

- cBeAeHUM 060 BCex MPOABAAIOLMXCA B KaHafNax CBA3M, He 3alMLeHHbIX oT HCA K
MHPopMaLMN OpraHN3aLUUOHHO-TEXHUYECKMMM MEPaMM, HEUCNPABHOCTAX M cOOAX annapaTHbIX
KOMMNOHeHTOoB cpeacTsa M n CP;

- CBEAEHWI, Nosy4yaemMblX B pe3ynbTaTe aHanu3a NobbiXx CUrHANOB OT anmapaTHbIX
KomnoHeHToB cpeacTaa 3 n CP, KOTopble MOXKET NepPexBaTUTb HapyLUUTEND.

13.7. cnonb3oBaHue:

- HaxogAawmxcs B CBoO6OAHOM JOCTyne WAM  UCNO/Ab3yeMblX 33 Npeaenamu
KOHTpoaupyemon 30Hbl AC wn MO, BKAOYas annapaTHble M MNPOrpaMMHble KOMMOHEHTbI
cpegctsa O u Co;

- cneumnanbHo paspaboTtaHHbix AC u M0.

13.8. cnonb3oBaHWe B KayecTBe cpeabl MepeHoca OT CybbeKTa K 06beKTy (0T 06beKTa
K CyObeKTy) aTakm OeNCTBUI, OCYLLECTBAAEMbIX MPU NOArOTOBKE U (MAKM) NPOBEAEHMM aTaKu
(nanee — kaHan aTakm):

- He 3awmuweHHbIXx oT HCA K nHpopmaumm opraHM3auMOHHO-TEXHUYECKMMN MEpPaMM



KaHanoB CBA3M (KaK BHE KOHTPONMPYEMOM 30Hbl, TaK M B ee npeaenax), No KOTOPbIM
nepepaaerca 3awmwaeman cpegcrsom 3 nHdopmaums;

- KaHanoB pPacnpoCTpPaHEHWs CWUIHAJIOB, COMPOBOXAAWMX GYHKUMOHMPOBAHME
cpeactea 3 un Co.

13.9. NpoBeaeHne aTakm N3 MHPOPMaALMOHHO-TENEKOMMYHMKALNOHHbIX CETEN, AOCTYN
K KOTOPbIM He OrpaHuyeH onpeaeneHHbIM Kpyrom JinLl.

13.10. Ucnonb3osaHne AC mn MO un3 coctaBa cpencts MHGOPMALMOHHOM CUCTEMBI,
MCNoNb3yeMblX Ha MeCTax 3KcnayaTauum cpepctsa O (ganee — wTaTHble cpeactsa) w
HAXOAALLMXCA 33 NpeAeniaMn KOHTPOAMPYEMOM 30HbI.

14. Cpepctea 3 Knacca KC2 npoTMBOCTOAT aTakam, NpW CO34aHMM Cnocobos,
noAroToBKke W MNpPoOBeAEHUW KOTOPbIX MCMOMAb3YIOTCA BO3MOMHOCTM, MNEepeyYucreHHble B
nognyHktax 13.1 — 13.10 HactoAwmx TpeboBaHMW, W cheaylolmne OONONHUTENbHbIE
BO3MOHOCTU:

14.1. MNpoBeaeHMe aTaku MPM HAXOXAEHWUM KaK BHEe npenesos, TaK U B npegenax
KOHTPOAMPYEMOI 30HbI.

14.2. Ncnonb3oBaHuMe WTATHbIX CPeACTB, OrPaHNYEHHOE MepamMu, Peasim3oBaHHbIMA B
MHGOPMALMOHHON cucTeme, B KOTOPOWM mucnosb3yetcAa cpeactso I, n HanpaBAeHHbIMU HaA
npeaoTBpalleHne u npeceyeHmne HeECaHKLUMOHUPOBAHHbIX AENCTBUN.

15. CpegctBa 3N kKnacca KC3 npoTMBOCTOAT aTakam, nNpu co3gaHum cnocobos,
noAroToBke W MNpPOBEAEHUWN KOTOPbIX MCMOMb3YIOTCA BO3MOMHOCTU, MNEepeyYnuc/ieHHble B
nognyHktax 13.1 — 13.10, 14.1, 14.2 HacToawwmx TpeboBaHWI, U cnegyowme AONOAHUTENbHbIE
BO3MOHOCTU:

15.1. Joctyn K CBT, Ha KoTOpbIX peannsosaHbl cpeactso Il un CO.

15.2. Bo3mMOXHOCTb pacnosaraTb annapaTtHbIMM KOMNOHeHTamu cpeactea 3 n CO B
obbeme, 3aBUCAWEM OT Mep, HaMNpPaBAEHHbIX Ha nNpegoTBpalleHMe W npeceyeHue
HEeCaHKUMOHMPOBAHHbIX AEMCTBUN, peann3oBaHHbIX B MHPOPMALLMOHHOM CUCTEME, B KOTOPOM
ncnonbsyeTca cpeactso 3.

16. CpepactBa M knacca KB1 npoTMBOCTOAT aTtakam, npu co3daHuu cnocobos,
noAroToBKe W MpoOBeAEHUU KOTOPbIX MCMOMb3YIOTCA BO3MOMHOCTU, NepeyucsieHHble B
nognyHkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2 HactoAwwmx TpeboBaHuil, N cnegyrowme
LOMNONHUTENbHbIE BOSMOXKHOCTU:

16.1. Co3pgaHue cnocoboB aTak, NOAroTOBKA M MNpoBeAeHWEe aTaK C NPUBAEYEHUEM
CNeumanncToB, UMeLWMX onbIT pa3paboTkM M aHanmnsa cpeacts 31, BKAOYAA CNELNANNCTOB B
061acTn aHanM3a CMrHanoB, CONPOBOXKAAOLWMX GYHKUMOHMpPOBaHKWe cpeacTtea I n CO.

16.2. MNpoBeaeHne nabopaTopHbIX UccnegoBaHun cpeactsa I, MCNoOAb3yeMOro BHe
KOHTPOAMPYEMOI 30HbI, B 06bemMe, 3aBUCALLEM OT Mep, HanpaBAEHHbIX Ha NPeAoTBpPaLLeHME U
npecevyeHne HeCaHKLLMOHNPOBAHHbIX AENCTBUI, PpeannM30BaHHbIX B UHPOPMALMOHHOM CUCTEME,
B KOTOPOM Ucnonbayetca cpeactso 3.

17. CpepctBa 9N kKnacca KB2 npoTMBOCTOAT aTtakam, npu co3daHuu cnocobos,
noAroToBKE W MpPOBEAEHUWM KOTOPbIX MCMOMb3YIOTCA BO3MOMHOCTU, MNepeyYnucsieHHble B
noanyHkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacTtoAwmx TpeboBaHuM, U
cneayouwme AonoAHUTE IbHble BO3MOXHOCTY:

17.1. Co3paHue cnocoboB aTak, NOAroTOBKA M MpoBeAeHWEe aTaK C NPUBAEYEHUEM
CNeumanncToB, UMeLWMX onbIT pa3paboTkM M aHanmnsa cpeacts 31, BKAOYAA CNeLNanncTos B
obnacTm wncnonb3oBaHWA ANA  peanus3auMm  aTtak BO3MOXKHOCTEN npuKknagHoro MO, He
OMMCaHHbIX B AOKYMEHTaumMun Ha npmknagHoe MO.

17.2. MocTtaHoBKa paboT no co3gaHuMio cnocoboB W CcpeAacTB  aTak B



Hay4YHO-MCCNeA0BATENBCKUX LLEHTPaX, cneumanmnsmpyowmxca B ob6iact pa3paboTkm 1 aHanusa
cpeacts 3N u CO.

17.3. BO3MOKHOCTb pacnosiaraTb MCXO4HbIMWU TEKCTaMK BxogAuero B CO npuknagHoro
no.

18. CpepctBa 3M knacca KA1l npoTMBOCTOAT aTakam, MNpu C€O34aHMM cnocobos,
noAroToBKe W MpoBeAeHUN KOTOPbIX MCNOMb3YIOTCA BO3MOXHOCTM, MepevyncieHHble B
nognyHktax 13.1-13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2, 17.1 — 17.3 HacToAwmx TpeboBaHMN,
U cnepytolne AO0NOAHUTEIbHbIE BO3MOXHOCTU:

18.1. Co3paHue cnocoboB aTaK, MOAFOTOBKA M MPOBEAEHWE aTaK C MPUBAEYEHUEM
CNewumaancTos, UMeLWMX onbiT pa3paboTkM n aHanusa cpeacts I, BKAOYAA CNELMannCToB B
061aCcTM UCNONb30BaHMA ANA peann3almm atak BOSMOMXKHOCTeM cucteMHoro MO, He ONMCaHHbIX
B AOKYMeHTaLumn Ha cuctemHoe MO.

18.2. BO3MOMHOCTb pacnosiaratb BCeN [AOKYMEHTaUMen Ha annapatHble u
NpPOrpammHbie KOMMNOHEeHTbl CO.

18.3. BO3MOXHOCTb pacrnonaraTtb BCEMM annapaTHbIMM KOMMOHEHTamu cpeactsa I um
Co.

19. B cnyyae peanmsaumm B cpeactse I PyHKUMM npoBepku 3 3/1€KTPOHHOIO
OOKYMEHTa C MCnonb3oBaHWem cepTudMKaTa KAtoyda npoBepKku M 3Ta peanmsauma A0KHA
WCKNIOUYNTb BO3MOMKHOCTb MpoBepKu I 3NeKTPOHHOro AoKymeHTa 6e3 nposepku I B
cepTudUKaTe Kaoda nposBepkn I wmam  6e3  Hanauuusa  NOMOMKUTENbHOrO  pe3ysbTaTa
nposepku 30 B cepTudmKaTte Katova nposepku 3.

20. Mpu paspaboTke cpeacts I AO0AKHBI MCNONb30BATbCA KpuNTOrpadpuyeckue
aNropuTMbl, YTBEpXAeEeHHble B KayecTBe [rOCyAapCTBEHHbIX CTaHAApTOB WAW  umelowme
nonoxutenbHoe 3akntoueHne ®Cb Poccmm no pesynbTaTam MX IKCNEPTHbIX KpUNTOrpaduyueckmx
nccneposaHnin®3,

21. WNHKeHepHoO-KpunTOrpaduyeckas 3awmta cpepctea I [0MKHA  UCKAKOYNTD
cobbITMA, NPUBOAALLME K BOZMOXKHOCTU NPOBEAEHMA YCNELHbIX aTak B YCNOBUAX BO3MOMKHbIX
HeucnpaBHocTe wam cboeB annapaTHOro KOMMOHEeHTa cpeacTsa I waAM  annapaTHoro
KomnoHeHTa CBT, Ha KOTOPOM peann3oBaHO NporpammHoe cpeactso M.

22. B cpepcTee 3 goaKHbl 6bITb peasn3oBaHbl TOIbKO 3a4aHHble B T3 Ha pa3paboTKy
(mopepHusaumio) cpeactea I anropmuTmbl GyHKLUMOHMPOBAHMA cpeacTaa 1.

23. MMporpammHbIii KOMMNOHEHT cpeactsa I (B c/Ay4yae Hanuums MNPOrpaMMHOro
KOMNoHeHTa cpeacTsa IM) A0oNKeEH YAOBAETBOPATL CeayoWwum TpeboBaHMAM:

- OOBEKTHbIN (3arpy3o4Hblit) Koa NMpOrpaMMHOro KOMMoOHeHTa cpeactsa Il fonkeH
COOTBETCTBOBATb €r0 UCXOAHOMY TEKCTY;

- B MPOrpaMMHOM KOoMMNoHeHTe cpeAactsa Il AO0MKHbI  MCNOAb30BaTbCA MpHU
peanns3aunm TONbKO OMNUCaHHbIe B AOKYMEHTaunn GyHKLMKM NPOrpammHOM cpeabl, B KOTOPOM
byHKuMoHUpyeT cpeacTso IM;

- B WCXOAHbIX TeKCTax MNpOrpammHOro KomnoHeHTa cpepcTtsa I A0MKHbI
OTCYTCTBOBATb BO3MOXHOCTM, MO3BOAAKOWME MOAMOUUMPOBATL WMAN UCKAXKaATb aNropuTm
paboTbl cpeacTtBa 3 B npouecce ero WCNOAb30BaHUA, MOAUPULMPOBATL MAM WUCKaXKaTb
MHGOPMALMOHHbIE UK YNPABAAOLLME NOTOKM U NPOLLECChI, CBA3AHHbIE C QYHKLMOHNPOBAHNEM

13 NoanyHKT 25 nyHkTa 9 MonoskeHua o PegepanbHoi cnyxbe 6esonacHocTn Poccuiickoin Pegepauuu,
yTBepXAaeHHoro Ykasom MpesngeHta Poccunitickont ®eaepauun ot 11 asrycta 2003 r. Ne 960 (CobpaHue
3aKoHogatenbcTBa Poccuiickoit Pepepaumm, 2003, Ne 33, c1. 3254; 2018, Ne 28, cT. 4198) (aanee — MonoxeHne o
®CE Poccun). (B pea, Mpukasa PCB Poccmm ot 04.12.2020 Ne 555).



cpepctea I, U nonyyaTb HapyWMTENAM AOCTYN K XPaHALWENCA B OTKPbITOM BUAE KAOYEBOW,
NAeHTUGUKALMOHHOM U (MNnKn) ayTeHTUdUuUmpytowen nHbopmaumm cpeactsa d;

- 3HayYeHWA BXOAHbIX WU BHYTPEHHUX MapamMeTpoB, a TaKXKe 3HaYeHWA napameTpos
HaCTPOEeK NPOrpamMmmHOro KommnoHeHTa cpeacTtsa Il He A0MXHbl HEraTMBHO BJIMATb Ha €ro
byHKUMOHNPOBaHMe.

24. B cnyvae niaHUpoBaHUA pasmelteHunsa cpeacts 31 B NOMeLlLeHMAX, B KOTOPbIX
NPUCYTCTBYET peyeBaA aKyCcTMyecKada M Bu3yasbHaa MHbOpmauMA, copep)Kawana cBeaeHus,
COCTaB/AMOLWME TFOCYAAPCTBEHHYIO TalHy, U (Mamn) yctaHosneHbl AC M cuCTEMbl MPUEMA,
nepegayn, obpaboTku, XxpaHeHUA U oTobparkeHMA MHOOPMALMK, COAEPIKalLelr CBeaeHMS,
COCTaBNAOLME rOCYAAPCTBEHHYIO TalHy, AC MHOCTPAHHOro NPOMU3BOACTBA, BXOAALLME B COCTaB
cpeacts 3N, [OMKHbI  ObITb  NOABEPrHYTbl MPOBEPKAM MO  BbIABAEHUIO  YCTPOWCTB,
npegHasHayYeHHbIX 419 HErTACHOro NoayYyeHma MHGopmauum.

B cnyvyae nnaHmposBaHuA pasmeweHua cpeacts Ol B nNomeweHUAX, B KOTOPbIX
OTCYTCTBYeT peyeBasi aKyCTUYeCKaa W BM3yasnbHaa WHbOpMaUMA, coaep:Kallas cBedeHus,
COCTaBNAIOLLME FOCYAAPCTBEHHYIO TalHY, M He ycTaHoBAeHbl AC 1 cucteMbl NpUema, nepesayn,
06paboTKK, XpaHeHMA N oTobpaKkeHUA MHPOPMaLMK, CoOAEpPIKaLLEeN CBeAEHUSA, COCTaBAAOWME
rocyfapCTBEHHYO TaliHy:

- peweHne o npoBegeHnn nposepoK AC MHOCTPaHHOro NPou3BOACTBA, BXOAALLMX B
coctaB cpeacte M knaccos KC1, KC2, KC3, KB1 u KB2, npuHMmaeTca oOpraHusauumemn,
obecneumnBatoLLer sKCNayaTaumo AaHHbIX cpeacTs I,

- nposepkn AC MHOCTPaAHHOro NPOU3BOACTBA, BXOAALIMX B cocTaB cpeacts Il Knacca
KA1, npoBogAaTca B 06aA3aTenbHOM NopagKe.

25. CpeactBo 3 AOMKHO NPOBOAUTL ayTeHTUPUKauuio cybbekToB goctyna (nuu,
MPOLLECCOB) K 3TOMY CPeACTBY, MPU STOM:

- MpWU ocywecTBaeHUn pocTyna K cpeactsy 3 ayTeHTUOMKaumMAa cybbeKTa AocTyna
OO/KHA MNPOBOAWUTBCA A0 HAyana BbIMNOJHEHMA NepBOro  QPyHKUMOHANLHOMO MOAyNA
cpeacrtsa II1;

- MexaHu3Mbl ayTeHTUOMKAUUM [A0MKHbI ONO0KMpPOBaATb AOCTYN 3TUX CYyOBEKTOB K
byHKUMAM cpeactea I npu oTpMUATENBHOM pe3y/bTaTe ayTeHTUUKaLMu.

26. Cpeactso 31 A0MKHO NPOBOAUTb AYTEHTUPUKAUMUIO NNL, OCYLLECTBAAOLLMX
JIOKaNbHbIN JOCTYN K cpeacTtsy 3.

27. HeobxogmmocTtb npoBeaeHns cpeactsom 31  ayTeHTUPUKaUMM  NPOLECCOB,
OCYLLECTBAAIOLLMX JIOKANbHbIA UAW yAANEHHbIN (ceTeBOM) AocTyn K cpeactsy M1, yKasbiBaeTcs B
T3 Ha pa3paboTky (mogepHu3aymio) cpeactsa 3.

28. Ona nwoboro Bxogauwero B cpeactso I mexaHU3ma ayTeHTUOUKALMN LOMKEH
ObITb peasnn30BaH MEXaHM3M OrpaHUYEHUA KOAMYECTBA CAeAyrLWMUX noapas NOMbITOK
ayTeHTMOMKaLmMm oaHoro cybbekTa A0CTyna, YACN0 KOTOPbIX He JOMKHO BbiTb 6onble 10. Mpu
NPeBbIWEHWUM YNCAA CAeAyOWMX NOAPAL NOMNbITOK ayTeHTUPUKALMKM ogHOro cybbekTa AocTyna
YCTAaHOB/IEHHOTO MNpefenbHOro 3HayeHuAa [O0CTyn 3Toro cybbekta K cpeactsy I ponxkeH
6710KMPOBaTbCA HA 3a4aHHbIM B T3 Ha pa3paboTky (MoaepHM3auuio) cpeactsa Il NPoOMeKyTOK
BpemeHu.

29. B cpeactBe Ol gonxkeH 6biTb peanvM3oBaH MexaHM3M (mpoueaypa) KOHTpons
uenoctHoctn cpegcrsa Il u Co.

KOHTpO/b LEeNOCTHOCTU MOXKET OCYLLEeCTBATLCA:

- B Hayane paboTbl co cpeacteom I go nepexoaa CBT, B KOTOpPOM peasn3oBaHO
cpeacteo M, B pabouee cocTonaHMe (Hanpumep, A0 3arpy3ku onepaumoHHon cuctembl CBT);

- B XOAe pernameHTHbiXx MpoBepoK cpeactsa A1 Ha mectax 3KcnayaTaumu



(pernameHTHbI KOHTPOND);

- B QaBTOMATM4YECKOM pexume B npouecce ¢GyHKUMOHMPOBAHMA cpeacTsa Il
(AMHaMKWYECKNIt KOHTPOND).

KOHTpO/b LEeNnoCTHOCTN AO/IKEH NPOBOAUTLCA B Hayasie paboTbl co cpeactsom 1.

MexaHM3M pernameHTHOro KOHTPONA LENOCTHOCTU [OJ/IKEH BXOAUTb B COCTAB
cpeacts JM.

30. Ons cpeacts M knaccoB KC1 n KC2 HeobxoanmocTb npeabssaeHns TpeboBaHUi K
YyNpaBAEHUIO OOCTYNOM WM OYMCTKE MaMATU, a TaKXKE WX COoAep)KaHue yKasbiBatoTca B T3 Ha
pa3paboTky (moaepHm3aumio) cpeacTaa .

31. B coctaB cpepcts I knaccos KC3, KB1, KB2 n KA1l nan CO [onKHbI BXOAUTb
KOMMNOHEHTbI, 0becneynsatrome:

- ynpaBneHue AOCTYyNnomM CyObEeKTOB K Pas3/IMYHbIM KOMMOHEHTAM U (MAM) LenesBbiM
dyHKunam cpeactsa 3N n CO Ha ocHoBe nNapameTpoB, 3adaHHbIX aAMUHUCTPATOPOM WM
npoussogutenem cpeactsa Il (TpeboBaHMA K yKAa3aHHOMY KOMMOHEHTY ONpeaenAtTca u
060CHOBbLIBAIOTCA OpraHM3aumen, NPoBoaALWEen nccnesoBaHna cpeactsa I ¢ Lenblo OLEHKM
cooTBeTcTBMA cpeacTBa I HacToawmm TpeboBaHMAM);

- OYMCTKY OMEPATUBHOM M BHELIHEW NamATH, Ucnosblyemoi cpeactsom 3 ans
XpaHeHusa 3awmuiaemon MHbopmauum, nNpu ocBoboXAeHUU (nepepacnpeneneHum) namatm
nyTem 3anuMcuM  Mackupylouwen  MHbopmaumm  (caydyallHOM  MAM NCeBAOC/yY4anHOM
nocnenoBaTeNbHOCTM CUMBO/IOB) B NaMATb.

32. B cocrtas cpeacts Il Knaccos KB2 n KA1 nam CO gonxKHbl BXOAUTb KOMMOHEHTHI,
obecneynBatoLmne SKCTPEHHOE CTUPAHME 3aLLUNLLAEMON MHPOPMALMMN OrPaHUYEHHOTO A0CTYNa.
TpeboBaHMA K peanu3aumm UM Ha[eXHOCTU CTUpaHusa 3agatotca B T3 Ha pa3paboTky
(mopepHusaumto) cpegcraa 3.

33. Ana cpeacts I knaccos KC1 n KC2 HeobxoamMmocTb npeabssaeHma TpebosaHnii K
perncrTpaumm cobbiTUin U UX CoAeprKaHMe yKasbiBatoTcA B T3 Ha pa3paboTky (moaepHm3aLumio)
cpeacrtaa II1.

34. B coctaB cpepcts IOl knaccos KC3, KB1, KB2 n KAl gon)KeH BXxogutb moaynb,
Npoun3BOAAWMIA GUKCALMIO B 3NEKTPOHHOM KypHane pernctpauum cobbitnii B cpeactae 3 um
Cd, cBsA3aHHbIX C BbINOAIHEHMEM cpeacTBOM I cBOMUX LeneBbiX GYHKUUNA.

TpeboBaHMA K YyKa3aHHOMY MOAY/IO M NEpeyvYeHb PErNCTPUPYEMBIX CODObITUIM
onpeaenaTca M 060CHOBbLIBAKOTCA OpraHM3almen, NpoBoaAaLEeN uccnegoBaHms cpeactea Il ¢
LeNbto OLLEHKM COOTBETCTBMA cpeacTBa Il HacToawmm TpeboBaHMAM.

35. MXypHan peructpaumm cobbiTUn A0MKeH ObiTb AOCTYNEH TOMbKO Auuam,
onpeaeneHHbIM OnNepaTtopom MHPOPMALMOHHON CUCTEMbI, B KOTOPOM MCMOAb3yeTcs
cpeactso I, A YNONHOMOYEHHBIMM UM AnLamu. MNpu sTom JOCTYN K KypHaNy perncrpauum
COObITUA [O/IKEH OCYLLECTBAATbCA TONbKO ANA NPOCMOTPa 3anucenm M Ans nepemelleHus
COAEPKMMOrO ¥KypHana perncTpaumm cobbITUin Ha apXMBHbIE HOCUTENN.

36. CpoKk penctsma Kaw4va npoBepKu Il He [O/MKEH npesbiwaTb CPOK AEWNCTBUA
Kntoya I 6onee Yyem Ha 15 ner.

37. TpeboBaHWA K MexaHM3My KOHTPO/AS CPOKA WCNOAb30BaHMA Katoya I,
6nokupytowero paboty cpeactsa 31 B c/Ayd4ae NOMbITKM WMCNO/b30BaHUA KAkoua AoJblie
33@aHHOr0 CpoKa, onpeaenarTcs paspaboryMkom cpeactea 31 M 0b6OCHOBbIBAOTCA
opraHmMsauuen, nposoAAallen uccnenoBaHua cpeactBa I ¢ UEeNblO OUEHKM COOTBETCTBUSA
cpeactea Il HacToAwmm TpeboBaHUAM.

38. Kpuntorpaduyeckme npoToKo/bl, obecneuymBarowme onepaunm C KA4YeBOM
nHpopmaumen cpeactaa I, 40MKHbI ObITb peanr3oBaHbl HenocpeacTBeHHO B cpeacTae 3.



39. UccneposaHua cpencts Il ¢ LeNbio OLEHKN coOTBeTCTBMA cpeacTB I HacToALMNM
TpeboBaHMAM [0/XKHbI NPOBOAUTLCA C WMCNOAb30BaHMeM paspabatbiBaembix PCE Poccum
YMCNOBbIX 3HAYEHUI MAPAMETPOB M XapPaKTEPUCTUK peanm3yemblx B cpeacteax I mexaHU3mos
3alMThI M annapaTHbIX U NPOrpPaMmMHbIX KOMMOHeHToB Ch14,

14 NoanyHKT 47 nyHkTa 9 NMonoskeHua o ®C6 Poccum.
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MpunoxkeHne No 2
K npukasy ®Cb Poccum
oT 27 pekabps 2011 r. Ne 796

TpeboBaHUA K cpeacTBaM YAOCTOBEPAIOLLErO LEeHTPa
I. O6wme nonoxeHus

1. Hactoawme TpeboBaHMA pa3paboTaHbl B COOTBETCTBMMU C PeaepanbHbIM 3aKOHOM OT
6 anpens 2011 r. Ne 63-®3 «O6 aneKTpoHHOM noagnucu» (aanee — PeaepanbHbli 3aKOH).

2. B Hactoawmx TpeboBaHUAX MCMNONb3YIOTCA CAeAylolme OCHOBHbIe MOHATUSA,
onpeaeneHHble B cTaTbe 2 PefepaibHOro 3aKoHa:

1) anekTpoHHaa nognucb (ganee —3M) — mHOOpPMAUMA B 3EKTPOHHOW dopme,
KOTOpasa npucoeamMHeHa K Apyron MHbopmaumu B 3NEKTPOHHOU dopme (noanucbiBaemoi
nHpopmaummn) Uam MHbiMm 06pa3om cBA3aHa C TaKon MHPopmMmauMeln U KOTopas UCMOJb3yeTcs
ONA onpegeneHunsa nmua, NoanucbiBaroLLEero MHGOPMaLLMIo;

2) yaoctoBepaAwwmMin ueHTp (aanee — YLU) — opuandeckoe nvuo, MHAMBUAYANbHbLIN
npegnpvHumaTens nMbo rocyAapCTBEHHbIM OpraH WMAM OpraH MeCTHOrO CamMoynpaBAeHMUs,
ocyuiecteaAoWwme GyHKLUMN MO CO34aHUI0 U Bblaaye cepTUdUKaToB Karouel nposepku I, a
TaKKe MHble QYHKLUMUK, MpeaycMoTpeHHble PeaepasibHbiM 3aKOHOM;

3) cpepctea M — wudpoBanbHble (KpunTorpaduyeckme) cpeactsa, UCNobyemble ana
peanusaumnm xota 6bl 0AHOM U3 cneayowmx GyHKUMM — co3ganune M, nposepka 3, co3gaHune
Katoya II m kntoya nposepku 3T;

4) kntoy M — yHUKanbHas nocnenoBaTe/ibHOCTb CMMBOJIOB, NpeaHa3HayeHHaa Aans
co3gaHus I,

5) kntoy npoBepku I — yHMKaNbHAA NocnenoBaTeNbHOCTb CMMBOIOB, OAHO3HAYHO
cBA3aHHaA ¢ Kawo4vom 3 M npegHasHayeHHaAa Aas MNPoBepKM noasunHHocTn IMN (panee —
nposepka 3M);

6) cepTdUKaT KAtova NpoBepku I — 3NEeKTPOHHbLIN AOKYMEHT WMAW OOKYMEHT Ha
6ymaxXHOM HocuTesne, BblgaHHble YL, nnbo posepeHHbiM anuom YL u noartsepkparowme
NPMHagNEeXHOCTb Katova nposepKkn I Bnagenbuy cepTuduKaTa Katoua nposepku 3M1;

7)  KBanMPUUMPOBAHHLIM  cepTMdMKAT  Kawoua  nposepku 3N (panee  —
KBanMOUUMpPOBaHHbIN cepTUdMKaT) — cepTUdMKaT Kaw4va npoBepku I, cOOTBETCTBYHOWMI
TpeboBaHMAM, YyCTaHOBNEHHbIM ®eaepasbHbIM 33aKOHOM W MHLIMU MPUHMMAEMbIMK B
COOTBETCTBMU C HUM HOPMATUBHbIMM MPABOBbIMW aKTaMM, CO34aHHbIN aKKpeaMToBaHHbIM YL
nmbo  depepanbHbIM  OpraHOM  WUCNONHUTENIbHOM  BNACTM, YNOJHOMOYEHHbIM B cdepe
ncnonb3oBaHua I (aanee — ynoNIHOMOYEHHbIN desepasnbHblii OpraH), U ABAAKOWMIACA B CBA3U
C 3TUM OPULMANBHBIM JOKYMEHTOM;®

8) Bnagenew, cepTnudmMKaTa Katoda nposepku Il — nMuo, KOTOPOMY B YCTaHOBAEHHOM
depepanbHbIM 3aKOHOM MOPAAKE BblgaH cepTUPUKAT Katoya nposepku IM;

9) akkpeamTauma YL — npusHaHue cootBeTcTBUA YL, TpeboBaHuam PeaepanbHOro
3akoHa;l’

15 B pea. NMpukasa ®CB Poccunm ot 04.12.2020 Ne 555.
6 MNn. 7 8 pea. Mpukasa Cb Poccum ot 04.12.2020 Ne 555.

7 Nn. 9 B pea. Mpukasa ©C6 Poccun ot 04.12.2020 Ne 555.
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10) cpeactBa YU, — annapaTtHble 1 (MaK) nporpaMmHbie CpeacTBa, UCNo/b3yeMble AN
peanusaunm ¢pyHkumn YL,

11) y4YaCTHMKM 3NIEKTPOHHOTO B3aMMOAEMNCTBMA — ocywecTBasiowme obmeH
nHpopmaumen B 3S/IEKTPOHHON Opme TroCydapCTBEHHbIE OpraHbl, OpraHbl MECTHOro
camoynpas/ieHWs, OpraH13aLmmn, MHAUBUAYaNbHbIE NPEANPUHUMATENN, @ TaKXKe rpaxaaHe;8

12) meTKa O0BEPEHHOr0 BPEMEHU — AOCTOBEPHAA MHPOPMALUSA B 3/IEKTPOHHOMN dpopme
0O fJdaTe W BPeMeHW MOAMUCAHMA 3SNEKTPOHHOIro [AOKYMEHTA 3NEKTPOHHOM MOA4MUCHIO,
co3gaBaemad WM MpoBepAemMan [O0BEPEHHON TpeTbel CTopoHoM, YL, wunm onepatopom
MHPOPMALMOHHOMN CUCTEMBI M NOJYYEHHAs B MOMEHT MOAMNUCAaHUA NEKTPOHHOIO AOKYMEHTa
3/IEKTPOHHON NOAMWUCBID B YCTAHOBAEHHOM YMO/JHOMOYEHHbIM deaepanbHbIM OpPraHOM
nopsaKke C WCNONb30BaHMEM MPOrPaMMHbIX U (MAM) annapaTHbIX CPeacTs, NpoLleawmnx
npoueaypy NoaTBEPXKAEHUA COOTBETCTBMA TpeboBaHMAM, YCTAHOB/IEHHbIM B COOTBETCTBUU C
depepanbHbiM 3akoHom®, 20

3. Hactoawme TpeboBaHUA yCTaHABAMBAIOT CTPYKTYPY MU coAeprkaHue TpeboBaHMI K
cpeactam YLL.

4. Hactoawwme TpeboBaHWA npegHasHayeHbl ANA 3aKA3YMKOB M pa3paboTymKoB
paspabaTbiBaeMbIx (MogepHuU3npyembix) cpeacts YL, npu nx B3ammogeinictenum mexay coboi, ¢
OpraHu3aunamMM, NPOBOAAWMMM KpuNTOrpaduueckme, WHKEHepHo-KpunTorpadpuyeckme wu
cneumanbHble nccnegosanua cpeacts YU, ®Cb Poccumn, ocywecTBaatowen NoaTBEPrKAEHME
cooTBeTcTBMA cpeacTts YL, HacToAwmm TpeboBaHUAM.

5. Hactoswume TpeboBaHMA pacnpocTpaHATCA Ha cpeacTsa YL, npeaHasHayeHHble
ANA NCNOoNb30BaHMA Ha TeppuTopumn Poccninckon ®epgepaumu.

6. K cpeacteBam YL, B 4actM ux pa3paboTKM, Npou3BOACTBA, peanusauum u
3KcnayaTaumMm npeabasnsatoTca TpeboBaHMA, 3akpenneHHble [lonoxeHvem o paspaboTke,
Npou3BOACTBE, peanu3aumm U 3KcnayaTaumm WndpoBanbHbIX (KpUntorpadumyecknx) cpeacts
3awmTbl MHPopmaumn (MonoxkeHne MK3-2005), yTBepKaeHHbIM npukazom ®CB Poccum ot 9
despana 2005 r. Ne 6621 (c usmeHeHMAMM, BHeCeHHbIMMU npuKkasom ®CB Poccum ot 12 anpens
2010 r. Ne 173?2), ana wndposanbHbIX (Kpuntorpaduuecknx) cpeacts 3awwmTbl MHGOPMaLUK
(manee — CK3WM) c orpaHW4YeHHbIM [OCTYNOM, HE COAEprKalled CBeAEHWI, COCTaBAAKOLWMX
rocy4apCTBEHHYIO TaliHy.

18 B pen. Mpukasa ®CB Poccunm ot 04.12.2020 Ne 555.
1% Nn. 12 seeaeH Mpukaszom ®CB Poccum ot 04.12.2020 Ne 555.

20 B cooTBeTcTBUM C YacTbio 1.1 cTaTbyn 3 defepanbHoOro 3akoHa ot 27 aekabpa 2019 r. Ne 476-®3 «O BHeceHUM
n3ameHeHunit B PepepanpHbiii 3aKoH «0O6 3N1eKTpoHHOM noanucu» u ctatbto 1 PeagepanbHoro 3akoHa «O 3awmTe
npaB LPUANYECKUX UL, U UHAMBUAYANbHBIX NPeanpUHMMATENEN NPU OCYLLECTBAEHUN FOCYAAaPCTBEHHOIO
KOHTPOAA (Hag3opa) n MyHuumnanbHoro KoHTponsa» (CobpaHue 3akoHoaaTenbcTBa Poccuitickon ®epepaumm, 2019,
Ne 52 (u. 1), cT. 7794; 2020, Ne 26, cT. 3997) TpeboBaHuUA K CayKbe MeTOK AOBEPEHHOIO BPEMEHWN NMPUMEHSIOTCA C

1 auBapa 2021 r. (CHocka BBeaeHa Mpukaszom PCB Poccum ot 04.12.2020 Ne 555).

21 3apernctpmposaH MuHioctom Poccum 3 mapTa 2005 r., pernctpaunoHHbili Ne 6382,

22 3apeructpmposaH MuHoctom Poccum 25 mas 2010 r., pernctpaumoHHbIin Ne 17350.
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Il. TpeboBaHuaA K cpeacTeam YL,

7. CpeactBa YL AO0MKHbI NPOTMBOCTOATbL Yrpo3am, npeacrasastowmm coboi
LefieHanpaBaeHHble AeMCTBUA C UCNOb30BAHMEM annapaTHbIX U (MAK) NPOrPaMMHbIX CPeACTB
C LeNblo HapPYLWEHUA UHXEeHEePHO-TEXHMYECKON M KpunTorpaduyeckon 6e3onacHOCTU cpeacTs
YU van c uenbto co3gaHua ycoBUIA ANA 3TOro (aanee — ataka).

8. B 3aBucumoctM oOT cnocobHocTelr NPOTUBOCTOATbL aTakam cpeactsa YL,
noapasaenaoTca Ha Knaccbl?3,

9. CpeactBa YU knacca KC1l npoTuBOCTOAT aTakam, npu co3gaHum cnocobos,
NnoAroTOBKe M NPOBEAEHUN KOTOPbIX MCMOb3YIOTCA CeAytow e BOSMOXKHOCTH:

9.1. NoAroToBKa W MNpoBeAEHWE aTak M3BHE MPOCTPAHCTBA, B NpeAeniax KoToporo
OCYLLEeCTBNAETCA KOHTPO/b 33 npebblBaHMEM W AEUCTBUAMM AUL, U (MAKM) TPAHCNOPTHbIX
CpeAacTs (Aanee — KOHTPOAMpPYeMas 30Ha).

9.2. MopgroToBKa M NpoBeaeHUe aTak 6e3 Ucnonb3oBaHMA A0CTYNA K PYHKUMOHANBbHbIM
BO3MOXHOCTAM NPOrpamMHO-annapaTHbIX cpeacT8 B3aumogenctama c YLL.

9.3. CamocToAaTe/NibHOE OCYLEeCTB/IEHUE CO34aHMA CcnocoboB aTtak, MOArOTOBKU M
npoBeAeHMs aTak Ha cneayrolme o6beKTbl:

- JOKYMeHTauMto Ha cpeacTea YL;

- 3aWMLLL@EMbIE 3/IEKTPOHHbIE JOKYMEHTDI;

- K/IOYEBYIO, ayTEHTUPUUMPYIOLLYIO M NAPOJIbHYIO MHPOPMaLUIO;

- cpeacTtsa YL, ux nporpammHble M annapaTHbIe KOMMNOHEHTbI;

- laHHble, NepeaaBaeMble NO KaHa/laM CBA3W;

- NMOMELLEHMA, B KOTOPbIX HAXOAATCA annapaTHble cpeacTsa (ganee — AC), Ha KOTOpbIX
peanunsoBaHbl cpeactBa YU, a Takke pgpyrve 3awmuiaemble pecypcbl MHPOPMALNMOHHOMN
CUCTEMDI.

9.4. BHeceHMe Ha 3Tanax pa3paboTKkM, NPOM3BOACTBA, XPAaHEHUA, TPAHCMOPTUPOBKMK U
BBOZaA B aKCMN/IyaTaumto cpeacts YU

- HeraTMBHbIX YHKLMOHANbHbIX BO3MOXHOCTEM B cpeactBa YL, B Tom uucne ¢
MCNoab30BaHNEM BPEAOHOCHbIX MPOrpamMm;

- HECAHKLMOHUPOBAHHbIX N3MEHEHWUI B AOKYMEHTaLMIO Ha cpeacTea YLL.

9.5. NonyyeHune cnepyrowein MHGoOpMaLUu:

- 06Wwmx ceeageHnit 06 MHOOPMALUMOHHOM CUCTEME, B KOTOPOI MCNOJb3YOTCA CPeacTBa
YU, (Ha3sHayeHue, cocTaB, OOBEKTbl, B KOTOPbIX pPasMeLLeHbl pecypcbl MHOGOPMALMOHHOWN
cucTeMmMbl);

- cBegeHunin 06 MHbOPMaLMOHHbBIX TexHonorunsx, 6asax gaHHbix, AC, nporpaMmmHOM
obecneveHnn (manee — MO), ncnonbyemblx B MHOOPMALMOHHON CUCTEME COBMECTHO CO
cpeacteamu YL;

- CBeAEHUN 0 PU3NYECKNX MepaXx 3aLMTbl OOBEKTOB, B KOTOPbIX Pa3MeLLeHbl CPeacTBa
yu,

- CBeﬂ,eHMVI O mepax no obecneyeHuto 3aWnTbl KOHTpOJ'IMpyeMO[;i 30Hbl 06bEKTOB

3 Heobxoaumbiit Knacc paspabaTtbiBaembix (MoaepHU3Mpyembix) cpeacTs YL, onpeaensaertca 3akazumKkom
(paspaboTumnkom) cpeacts YL, nyTem onpeaeneHnsa BO3MOXKHOCTEN OCyLLEeCTBAATb Co3AaHne cnocobos aTak,
NOAroTOBKY U NpoBeAeHNe aTak Ha OCHoBe NYHKTOB 9 — 14 HacToAwmx TpeboBaHMI 1 YKasblBaeTca B
TaKTUKO-TEXHUYECKOM 3aaHNN MAN TEXHUYECKOM 3aaHNUKN Ha NPOBEAEHME ONbITHO-KOHCTPYKTOPCKOW paboTbl Man
COCTaBHOM YaCTM OMbITHO-KOHCTPYKTOPCKOM paboTbl No pa3paboTke (moaepHu3aumm) cpeacts YU, (nanee — T3 Ha
pa3paboTky (MogepHU3aumio) cpeacts YL).
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MHGOPMALMOHHON CUCTEMBI, B KOTOPOM MCNONb3YIOTCA cpeacTsa YL;

- CBeAEeHM O mepax Mo pasrpaHMYeHU0 [O0CTyna B MOMELLEHUA, B KOTOPbIX
pa3smeleHbl cpeacTtea YLU;

- COAEeprKaHUA HaxogAwenca B cBO6OAHOM A0CTyNe TEXHUYECKOW AOKYMEHTALMK HA
cpeacrtea YU;

- CBEAEHMN O 3alLmLLLaemMon MHPOpMaLMKN, UCMOIb3yeMOMN B MPOLLECCe 3KCMayaTaumm
cpeacts YU (Buabl 3awmuwaemort nHpopmaumm: cnyxkebHaa MHPOpMauuMA, NaposibHAA U
ayTeHTUOMUMpylowaa MHbopmauma, KoHOUrypaumoHHaa uHbOpmaumaA, ynpasaAloLan
MHbopMaLmA, MHOOPMALMA B 3INEKTPOHHBIX KYPHanax perucrpauuu; obuime cBegeHus o
COAEPMKAHUM KaKA0ro BMAA 3amliaemor MHGOpMaLMN; XapakTepuctukm 6esonacHocTM gns
KaXk4oro B1Aa 3almwaemon nHpopmauum);

- BCEX BO3MOXHbIX AaHHbIX, NepegaBaemMblX B OTKPbITOM BUAE NO KaHanam CBA3U, He
3alMLLEHHBIM  OT HECaHKUMOHMpPOBaHHOro goctyna (ganee — HCA) K uHbopmaumm
OpraHM3aUMOHHO-TEXHUYECKUMU Mepamu;

- CBEOEHUMM O JIMHUAX CBA3M, NO KOTOPbIM Nepefaetca 3awuMuwaemas ¢
ncnonb3oBaHnem cpeacts YU, nHoopmaums;

- cBefeHnn 060 Bcex MPOABAAIOLMXCA B KaHaNax CBA3W, He 3awwmweHHbix oT HCA K
MHGOPMALMMN OPraHM3aUNMOHHO-TEXHUYECKMMM MepPaMM, HapyLeHUAX NPaBUA SKCNIyaTauum
cpeacts YL;

- cBeAEeHU 060 BCcex MPOABAAKOLWMXCA B KaHanaxX CBA3W, He 3alimweHHbix oT HCA K
MHPOPMaALMM OPraHM3aLUMOHHO-TEXHUYECKMMU MEPAMM, HEUCNPABHOCTAX U cboAx cpeacTs YL;

- CBEAEHMWM, NOJly4aeMblX B pe3y/nbTaTe aHanM3a NtobbIX AOCTYNHbIX ANA NepexsaTa
CUrHANOB OT annapaTHbIX KOMMNOHEHTOB cpeacTB YLI.

9.6. Ucnonb3oBaHwme:

- HaxoZAawmxca B ceob6ogHOM f0CTyNe UAM 3a Npeaenamm KOHTpoanpyemomn 3oHbl AC n
MO, BKAOYAA NPOrPaMMHbIe M annapaTHble KOMNOHEHTbI cpeacTs YLL;

- cneuuanbHo paspaboTtaHHbix AC m M0.

9.7. Ucnonb3oBaHWe B KauecTBe KaHal0B aTak He 3awmeHHbIx oT HC, K nHdopmaumm
OpPraHN3aUMOHHO-TEXHUYECKMMM MEepPaMM KaHAOB CBA3M (KaK BHE KOHTPOAMPYEMOM 30HbI, TaK
1 B ee npeaenax), o KoTopbiM Nepeaaetcs MHGopmauma, obpabatbiBaeman cpeactsamm YL,

10. Cpeactsa YL, knacca KC2 npoTMBOCTOAT aTakam, MNpW co3daHuu cnocobos,
NOAroToBKe M NpoBeAeHUN KOTOPbIX UCNOJb3YIOTCA Cneaytolme BO3MOXKHOCTH:

10.1. Bo3MOXHOCTH, NepevyncaeHHble B nognyHkTax 9.3 — 9.7 HacToawmx TpeboBaHUN.

10.2. MoarotoBKa 1 NpoBeAeHNE aTaK U3 KOHTPOAUPYEMOM 30HbI.

10.3. NMoparotoBKa M NpoBeAeHMe aTak 6e3 ncnonb3oBaHms goctyna K AC, Ha KOTOpbIX
peannsoBaHbl cpeactsa YLI.

10.4. Wcnonb3oBaHue WTaTHbIX CpeacT8 WHOOPMALMOHHOM CUCTEMDBI, B KOTOPOM
ncnonb3ytoTca cpeactea YL.

11. CpeactBa YL knacca KC3 npoTMBOCTOAT aTakam, MpwW co3JaHUK cnocobos,
NoAroToBKe M NpoBeAeHUN KOTOPbIX UCNOb3YIOTCA Cneaytowme BO3MOXKHOCTH:

11.1. BO3MOXHOCTM, nepeuncneHHole B nognyHkTax 10.1, 10.4 HacToAWMX
TpeboBaHui.

11.2. NoarotoBKka M NpoBeAeHWE aTaK M3-3a MNpPeaesioB KOHTPOJIMPYEMOM 30HbI C
MCNonb3oBaHMEM A0CTyna K ¢OYHKUMOHANbHbIM BO3MOXHOCTAM MPOrpaMMHO-annapaTHbIX
cpeacts B3aummogeinctema ¢ YL, Ha ocHoBe neranbHoro obsiagaHua ayTeHTUbMUMpPYOLWLEN
nHpopmaumen nmbo nNoAroToBKa WM nNpoBedeHWEe aTaK W3 KOHTPOAMPYEMOM 30HblI C
ncnonb3oBaHmem goctyna K AC, Ha KOTOpbIX peann3oBaHbl KOMMNOHeHTbl YL, ¢ npasamn nmua,

14



He ABNAIOLWErocA YNeHOM rpynnbl  GU3MYECKUX ANuL, YNONAHOMOYEHHbIX MNPOU3BOAMUTL
WMHCTaNNAUNIO, KOHPUTYpUpoBaHMe 1 aKkcnayaTaumio cpeacts YL, kKoHdurypuposaHue npoduns
M MapamMeTpoB KypHana ayamuta (PyHKLMM CMCTEMHOrO aAMMHUCTPATOpPA), apXMBUPOBAHME,
pesepBHOE KONMPOBaAHWE N BOCCTaHOBNEHME MHPopMaLmmn nocne cboes (pyHKUUM onepaTopa),
CO34aHMe U aHHYIMPOBaHWE CePTUPUKATOB Katouelt nposepku M (GyHKUMU agMUHUCTPATOPA
cepTUdUKaLMK), NPOCMOTP U NOALEPHKKY KypHana ayguTa (GyHKUMM agMUHUCTPATOpPa ayanTa)
(manee — rpynna agMuHucTpaTopos cpeacts YL) HM ogHoro n3 komnoHeHToB YLL.

11.3. O6nagaHne AC VYL, B o0b6beme, 3aBUCAWEM OT peasn30BaHHbIX Mep,
HanpaB/eHHbIX HA NpeAoTBpPaLLEeHNE U NpeceYeHne HeCAaHKLMOHNUPOBAHHbIX AEeNCTBUN.

12. CpeactBa YU knacca KBl npoTuBOCTOAT aTakam, Npu CO34aHUM Cnocobos,
NoAroToBKe M NpoBeAeHMUN KOTOPbIX UCNOb3YIOTCA Cneaytolwme BO3MOXKHOCTH:

12.1. BO3MO)HOCTM, nepeduncsieHHble B noanyHkTax 11.1 — 11.3 HacroAawmx
TpeboBaHui.

12.2. OcyuiectsneHue co3aaHuAa cnocoboB M MOArOTOBKM aTak C MPUBJEYEHUEM
CNeumanncToB, MMELNX OnbIT pa3paboTkn u aHanmsa CK3W YL (Bkntouyas cneumanncrtos B
061acTM aHaNM3a CUTHANOB NMHEMHOW Nepeaayn U CUrHanoB MOOOYHbIX NEKTPOMATHUTHbIX
n3ny4yeHmn n HasogoKk CK3N YL).

12.3. MNpoBeaeHne nabopaTopHbIX UccnegoBaHuMn cpeacts YL, ncnosnbsyembix BHe
KOHTPOAMPYEMOM 30Hbl B 0bbeme, 3aBUCALLEM OT PeasN30BaHHLIX Mep, HaMpaB/eHHbIX Ha
npegoTBpaLLeHme U npecevyeHne HeCaHKLMOHUPOBAHHbIX AENCTBUA.

13. CpeactBa YL, knacca KB2 npoTMBOCTOAT aTakam, NpuW co3gaHMM crnocobos,
NoAroToBKe M NpoBeAeHUN KOTOPbIX UCNONb3YIOTCA cneaytoume BO3MOXKHOCTH:

13.1. BO3MOXHOCTM, nepeduncaeHHble B noanyHKTax 12.1 — 12.3 HacToAwMmX
TpeboBaHuit.

13.2. OcyuiectsneHue co3aaHuAa cnocoboB M MOArOTOBKM aTak C MPUBJEYEHUEM
cneumannctos B 061aCcTM MCNONb30BAHUA AN peanns3auum aTak HeaeKkNapupoBaHHbIX
BO3MOXHOCTEN NpUKAagHoro u cuctemuoro MO.

13.3. MoctaHoBKa paboT no co3gaHuo cnocoboB W cpeactB aTak B
Hay4YHO-UCCNea0BaTeIbCKUX LEeHTpax, Cneumannsnpytowmxca B obnactu paspaboTtkm n aHanusa
cpeacts Y.

13.4. O6napaHue uncxogHbIMW TeKcTamMu npuknagHoro [0, npumeHAaemoro B
MHPOPMALMOHHON CUCTEME, B KOTOPOM MCNONb3ytoTcA cpeactsa YL, v Haxoasweiica B
cBOOOAHOM A0CTYMNe AOKYMEHTaUMEN.

13.5. Pa3paboTKa M peanmsauma C UCNOAb30BaHMEM annapaTHbIX U MPOrpPaMMHbIX
CpeacTB aTak, HanpaB/ieHHbIX Ha BbIABNEHME U UCMO/Ib30BaHME MMmerowmxca yassmumocten AC
yL||-24

14. CpepactBa YL knacca KA1l npoTMBOCTOAT aTakam, NpW co3faHuu cnocobos,
NoAroToBKe N NpoBeAeHUM KOTOPbIX MCNONb3YIOTCA Cneaytowme BO3MOXKHOCTH:

14.1. BO3MOXHOCTM, nNepeduncneHHble B noanyHKtax 13.1 — 13.4 HacTtoAwmx
TpeboBaHui.

14.2. OcyuwecTBneHne co3gaHua crnocoboB M MNOATOTOBKM aTak C MpuUBEYEHUEM
Hay4YHO-UCCNea0BaTeIbCKUX LEHTPOB, CNeunanmsmnpyrowmxca B o6aactn pas3paboTkn n aHanusa
CK3U 1 B 0b6nact Ucnonb3oBaHUA 4N1A peanuns3aumm atak HegeKnapmMpoBaHHbIX BO3MOXHOCTEN
npuknagHoro n cuctemuoro 0.

14.3. ObnagaHne Bcen AOKYMEHTauUMel Ha annapaTHbIe U NPOrpaMMHbIE KOMMOHEHTbI

24 Mn. 13.5 seeaeH Mpukazom ®CB Poccun ot 04.12.2020 Ne 555.
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cpepcts YL.

14.4. ObnapgaHne Bcemu annapaTHbIMK KOMMNOHeHTamu cpeacts YL,

15. CpeactBa YL AonXHbI 3KCNAyaTUPOBATLCA B COOTBETCTBMWU C 3KCM/yaTaLLMOHHOM
AOKyMeHTauuel Ha cpeactea YU. Komnnekc opraHM3aLMOHHO-TEXHUYECKMX MEPONPUSATUIA NO
obecneyeHuno 6esonacHoro ¢yHKUMOHMPOBaHUS cpeacts YL gonkeH 6biTb yKasaH B
3KCNAyaTaUMOHHOM AOKYMeHTaumMn Ha cpeactea YLL.

16. Knacc cpeacts 3M, ucnonb3yembix B cpeactBax YL, ponxeH ObiTb He HUKe
cooTBeTCTBYlOWero Knacca cpeacts YU. Knacc cpeacts 3l, ucnonbsdyembix B cpeacteax YU,
O0MKeH OblTb YKa3aH B 3KCNAyaTaLMOHHOM OKYMEHTaUUKM Ha cpeacTea YLL.

Knacc CK3W, wucnonb3syembix B cpeactBax VYL, pomKeH ObiTb He  HUKe
cooTeeTcTBytowero Knacca cpeacts YLU. Knacc CK3U, ncnonbayembix B cpeacresax YL, gonxkeH
ObITb YKa3aH B 3KCNAyaTaLMOHHON AOKYMEHTaLuMn Ha cpeactea YL,

17. Kaxkpoe TpeboBaHue, npeabasasemoe K cpeactsam YL nwoboro Knacca, Kpome
KA1, nnbo npegbasnaserca K cpeactsam YL cnepyoulero knacca 6e3 mameHeHut (B aTom
C/ly4ae OHO B nepeyHe TpeboBaHMM K cpeacTBam YL, cneaytowero Knacca He yKasblBaeTcs),
NBo yxecTouvaetca (B 3TOM c/iydae B nepeyHe TpeboBaHUM K cpeactsam YL, cnepyrouiero
Knacca npuBoamuTCca yxectodeHHaa popmyanposka). TpebosaHus K cpeactsam YL, cneaytowero
Knacca MOryT cogepKaTb AOMNosHuTeNbHble TpeboBaHMA, He BxoaAlwme B TpeboBaHMA K
cpegcteam YU, npegplaywiero Knacca.

18. TpeboBaHusa K MO cpeacts YLL:

18.1. TpeboBaHusa gna cpeacts YL, knacca KC1:

- MO cpeacte YL, He AONKHO coAep)KaTb CPEeACTB, NO3BOAAIOWMX MOANPULMPOBATD
WKW UCKaXKaTb anropmutm paboTbl NporpammHbix cpeacts n AC YL,

18.2. TpeboBaHua gna cpeacts YL, knacca KC2:

- npuknagHoe MO cpegcts YL n CK3UN, ncnonbsyembix 8 YU, A40/MKHO MCNONb30BaTb
TO/IbKO AOKYMEHTUPOBaHHble PpyHKUMM cnuctemHoro Mo.

18.3. TpeboBaHua ana cpeacts YL knacca KC3:

- cuctemHoe 1 npuknagHoe MO cpeacts YL, aonkHo obecneumBaTtb pasrpaHUyeHUe
[0CTyna CMCTEMHOrO agMuHuUcTpatopa cpeacts YL, agmuHucTpatopa ceptudmKaumm cpeacrs
YU, n nny, obecneynBaemMblx CUCTEMHbIM aAMUHUCTPATOPOM cpeacTs YL, naeHTnomumnpyoLei
N ayTeHTUdULMpyoWwen MHGopMaLMeN N He ABNAIOLMXCA aAMUHUCTPATOPOM cepTUdUKaLmnm
cpeacte YU, (manee — nonb3oBatenu cpeacts YU), K uHdopmaumm, obpabatbiBaemon
cpegctBamm YL, Ha OCHOBaHWM MpaBMA pasrpPaHMYEHUA O0CTyNa, 3a4aHHbIX CUCTEMHbIM
aAMMHUCTpaTopom cpeacTs YL;

- cuctemHoe u npuknagHoe MO cpepcts YU AonKHO cooTBeTcTBOBATb 4 YPOBHIO
KOHTPO/1A OTCYTCTBUA HEAEKNAPMPOBAHHbBIX BO3MOXHOCTEN;

- cuctemHoe u npuknagHoe MO cpeacts YU, He A0MKHO copeprkaTb WM3BECTHbIX
yA3BMMOCTEeN, ony6AMKOBaHHbIX B 06LL,EeA0CTYNHbIX UCTOYHUKAX;

- B COCTaB cucTeMHoro u (unu) npuknagHoro MO cpepcts YL, gonxkeH BXOAWUTb
MexaHM3Mm, obecneymBatoWmMin O4YUCTKY ONEPaTUBHOM U BHELUHEN NAaMATU, UCMOJIb3yeMON Ans
XpaHeHUA MHGOPMALLMM OrPaHMYEHHOTO JOCTYNa.

18.4. TpeboBaHua gna cpeacts YL, knacca KB1 coBnagatoT ¢ TpeboBaHMAMM Ans
cpeacts YL, knacca KC3.

18.5. TpeboBaHua gna cpeacts YL, knacca KB2:

- UCXOAHble TEKCTbl CUCTEMHOro U npuknagHoro MO cpeacts YL AonxHbI NponTm
NPOBEPKY peanmsaunm B HUX MeToAoB M crnocoboB 3awmTbl MHPOPMALMN, NPOTUBOCTOALLMUX
aTakam, A4na NOAroTOBKM UM MNPOBEAEHUA  KOTOPbIX  MCNOJIb3YHOTCA  BO3MOMKHOCTM,
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nepeyncneHHble B NyHKTax 9 — 13 HacToawwmx TpeboBaHuii;

- UCXOAHble TEKCTbl CUCTEMHOTO U NpuKaagHoro MO [O0AXHbI NPONTU NPOBEPKY HA
OTCYTCTBME HEAEKNAPUPOBAHHbIX BO3MOXKHOCTEN;

- cucteMHoe 1 npuknagHoe MO AoKHO BbiTb YCTOMYMBO K KOMMbIOTEPHBIM aTakam M3
BHELUHUX CETEN.

18.6. TpeboBaHusa ana cpeacts YL, knacca KA1L:

- UCXOAHble TEKCTbl CUCTEMHOro u npuknagHoro MO cpepcts YU, gonxkHbl npontn
bopManbHyto BEPUPUKALMIO peannsaLmm B HUX MeTOA0B U cnocoboB 3alunTbl MHGOPMaL MK,
NPOTMBOCTOAWMX aTakam, ANA NOAroTOBKM W MNpoBeAeHWA KOTOpPbIX MCMO/b3yloTCA
BO3MOHOCTW, NepeyncaeHHble B NyHKTax 9 — 14 HacTosawmx TpeboBaHWUI, a TaKKe OTCYTCTBUA
B HUX HEAEeKNapUpPOBaHHbIX BO3MOXKHOCTEN.

19. TpeboBaHua K AC YLL:

19.1. B cnyyae nnaHupoBaHua pasmeweHna AC YL B nomelleHUAX, B KOTOPbIX
NPUCYTCTBYET peyeBad aKyCTMYecKada M BU3yasbHaa MHOOpMaUMA, copep)Kalan CcBeaeHus,
COCTaBNAIOWME TOCYAAPCTBEHHYKO TaMHY, M (MAM) yCTaHOBAEHbI TEXHUYECKME CpeacTBa W
cucTembl  npuema, nepepayn, o06paboTKM, XpaHeHMA U oTobparkeHuna UMHPopmaLmu,
coAepraller CcBefAeHWs, COCTAaBAANOWME TOCYAAPCTBEHHYIO TaWHy, TEXHUMYEeCKMe CpeacTBa
WMHOCTPaHHOrO NMPOWM3BOACTBA, BXOAAWMe B cocTaB cpeacts YL, Ao/mKHbI ObiTb NOABEPrHYTHI
npoBepKam MO BbIABNEHUIO YCTPOWCTB, NpPeAHa3HAYEHHbIX A1 HEernacHoro mnosyyYyeHus
nHbGOpPMaLMK, a TaKKe UCCNea0BaHMAM HA COOTBETCTBME TpebHOoBaHMAM MO 3almuTe OT YyTeYKM
MHOOPMALMM NO KaHa/faM MNOGOYHbIX 3SNEKTPOMArHUTHLIX W3/ly4EHUMM W  HABOAOK B
COOTBETCTBMM C KaTeropuen BblAeNEeHHOro NOMeLLeHKA.

19.2. TpeboBaHua gna cpeacts YL, knacca KC1:

- NPOBOAUTCA NMPOBEPKA COOTBETCTBMA peanusaunn uenesbix ¢pyHKumi YL, Ha ocHoBe
cuctembl Tectos AC YL,

19.3. TpebosaHua pna cpeacts YL knaccos KC2, KC3 wn KB1 cosBnagatwT c
TpebosaHuAmM ana cpeacts YL, knacca KC1.%

19.4. TpeboBaHua ana cpeacts YL knacca KB2:

- B cpeactBax YL, pomkeH O6biTb peann3oBaH MeEXaHM3M KOHTPOAA BXOAALLMX
MHOOPMALMOHHBIX MNOTOKOB B LENAX BbIABNEHWA HANMYMA  [AHHbIX, aAKTUBUPYHOLLMX
HeAeKNapupoBaHHble BO3MOXHOCTU AC;

- B cocTaBe cpeacts YL ana BbinonHeHMA GyHKUMIA ynpaBaeHua Katodamu 3l 4oaKHbI
ncnonb3oBatbca oTaenbHble CK3U Ha 6a3e BblgeneHHbIX annapaTHbix naatdopm. JaHHble CK3U
He [O0/XKHbl 3KCNAYaTUPOBATbLCA COBMECTHO C APYrMM NpoOrpaMmmHbiM obecneyeHuem, He
Bxoaawmm B coctas CK3U, B ogHow cpeae GpyHKUMOHMPOBaHMA. 2

19.5. TpeboBanua ana cpeacts YL knacca KA1:

- nposeAeHWe CneuuanbHOW MPOBEPKN TEXHWYECKMX CpPeacTB  WHOCTPAHHOrO
npoun3BoAacTBa, BxogAwmx B coctaB AC YL, B uenax BbiABNEHUA YCTPOMNCTB, NpeaHa3HAYeHHbIX
ONA HernacHoro nonyvyeHma nHbopmaumm;

- npoBeAeHMe WUCCNefO0BaHMA HANMYMA HeAeKNapUPOBAHHbIX BO3MOXKHocTen AC,
BHECEHHbIX HA 3Tane pa3paboTKM U U3roTOBAEHMA INEKTPOHHOM KOMNOHEHTHOM 6a3bl, a TaKkKe
Ha 3Tanax pa3paboTKn 1 NPOM3BOACTBA CPEACTB BbIYUC/IUTENIbHON TEXHUKM Ha ee OCHOBE;

- NnpoBeAeHMe noaHon sepudukaumnmn AC (COBMeCTHO € aHaIM30M NPOrPAaMMHOro Koaa

%5 Mn. 19.3 8 pea. NMpukasa PCB Poccun ot 04.12.2020 Ne 555.

26 n. 19.4 8 pea. Mpukasa ®CB Poccun ot 04.12.2020 Ne 555.
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BIOS), Ha KoTopbix peanusytotca cpeactsa YL, ¢ uenbio UCKAKOYEHUS HeaeKNnapupoBaHHbIX
BO3MOMKHOCTe.’

20. TpeboBaHMA K pOoNeBOMY pasrpaHUYEHUIO:

20.1. [Ona obecnevyeHua BbinonHeHna o¢yHKUMA YU, cpeactBa YL,  [0MKHbI
noAanepKMeaTb PONEBOE pasrpaHMYeHme Y1eHOoB rpynnbl agMUHUCTPATOpPOoB cpeacTs YLL.

20.2. TpebosaHusa ana cpeacts YL, knacca KC1:

- AO/MKHbI ObITb ONpeaeneHbl CNUCOK ponen n pacnpegeneHne obasaHHoOCTEN MexKay
ponamu;

- CNUCOK ponen u pacnpeneneHne 06aA3aHHOCTEN MeXAy PONSMMU [ONKHbI ObiTb
yKa3aHbl B 3KCNAyaTaLMOHHOM AOKYMeEHTaUMn Ha cpeactea YL,

20.3. TpeboBaHua ana cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHMAMKU anA
cpencts YL knacca KC1.

20.4. TpeboBaHua ana cpeacts YL, knacca KC3:

- cpeacTea YU, gonkHbl noagepkumeaThb cneaytowme obsasatenbHble POan:

1) cuctemMHOro agMMHUCTPATOpPa C OCHOBHbIMM 06A3aHHOCTAMM  WMHCTANNALMM,
KOHPUIypauum wn noanepKkuM ¢yHKUMoHMpoBaHMA cpeacts YL, cos3pgaHua m nopaeprKku
npodounert 4YneHoB rpynnbl agMUHUCTPaTOpoB cpeacts YU, KoHourypaumm npodunsa wu
napameTpPOB }KypHana ayauTa;

2) agMuHuCTpaTopa cepTUOMKALMM C OCHOBHbIMM 06A3aHHOCTAMM: CO3Z4aHuE U
aHHY/MpPOBaHMe cepTUDMKATOB KNtouer nposepKkn IM1;

- B cpeactBax YL, AonkeH 6biTb peasin3oBaH MexaHM3M, UCKAOYaoLWMIA BO3MOXKHOCTb
aBTOPM3aLUMM OZHOrO YneHa M3 rpynnbl agMUHUCTPATOPOB cpeacts YL ana BbINONHEHMA
Pas3ANYHbIX ponei;

- LO/KHA ObITb UCKAOYEHA BO3MOMKHOCTb XMLLEHUS KAKOYEBON MHPOPMALMN YEHOM
rpynnbl aAMUHUCTPaTopoB;2®

- KonupoBaHue KaoveBon uHbopmaumm CK3U ponkHo 6biTb peannsoBaHO B
3awWmuLeHHoM (3awmndposaHHom) Buae.??

20.5. TpeboBaHusa ana cpeacts YL, knacca KB1:

- cpeactBa YU pgonxkHbl obecneumBatb Hanumume obasaTenbHOM poaM onepatopa ¢
OCHOBHbIMW 06A3aHHOCTAMM NO Pe3ePBHOMY KONUPOBAHMIO U BOCCTAHOB/IEHUIO.

20.6. TpebosaHua ana cpeacts YL knacca KB2 coBnagatoT ¢ TpeboBaHuMaAMM AnsA
cpeacts YL, knacca KB1.

20.7. TpeboBaHua ana cpeacts YL, knacca KA1L:

- cpeactea YL, nonkHbl obecneynBatb Hannumne 06a3aTenbHOM POAUN agMUHUCTPATOpPA
ayAnTa C OCHOBHbIMUW 06A3aHHOCTAMM: MPOCMOTP U NOAAEPHKKA KypHaia ayauTa;

- CUCTEMHbIA agMUHUCTPATOP HE A0MKEH UMETb BO3MOMXKHOCTU BHOCUTb M3MEHEHUA B
KYpHan aygura.

21. TpeboBaHus K LenocTHocTh cpeacts YU

21.1. Cpepctea YL, fonkKHbI cogeprkaTb MEXaHU3M KOHTPOA HECAHKLLMOHMPOBAHHOIO
cayyamHoro m (nnmn) npegHamepeHHOro WUCKaxeHus (u3meHeHus, moandukaumm) mu (Man)
pa3pyweHna uHbopmaumm, nporpammHubix cpeacts n AC YL, (aanee — mexaHM3M KOHTpOANsA
LLeNoCTHOCTH).

27 Mn. 19.5 seeaeH Mpukazom PCB Poccunm ot 04.12.2020 Ne 555.
28 AB3al, BBeaeH Mpukazom PCB Poccum ot 04.12.2020 Ne 555.

2 AB3au, BBeseH Mpukazom ®CB Poccun ot 04.12.2020 Ne 555.
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21.2. TpeboBaHusa ana cpeacts YL knacca KC1:

- TpebOBaHMA K MEeXaHM3MYy KOHTPO/A LLeSIOCTHOCTM A0/XKHbI ObITb YKasaHbl B T3 Ha
pa3paboTky (moaepHM3aumio) cpeacts YU,

- BomKkeH bObiTb onpegeneH nepuos, KOHTPONA LEeNOCTHOCTU NPOrPamMMHbIX CPeacTB U
AC YU v yKasaH B 3Kcn/yaTauMOHHOW AOKYMEeHTauum Ha cpeacrsa YL;

- KOHTPO/Ib LENOCTHOCTM MPOrpamMmMHbIX cpeacts YL, Ao/mKeH BbINOMHATLCA MpwU
KaX4oOM cTapTe QYHKUMOHUPOBAHMA YKa3aHHbIX CPEACTB, @ KOHTPoAb uenoctHoctn AC YL, —
NPM KasK4oM nepesarpyske onepaumoHHon cuctemsl (ganee — 0C);30

- BO/IKHbI MMETbCA CpeacTBa BOCCTAHOB/IEHMA LLeNIOCTHOCTM cpeacTs YU;

- BEPOATHOCTb OLWMOKM KOHTPOAA LEeNOCTHOCTU He A0/XKHA NPeBbIWaTb aHaNOMMYHOM
BEPOATHOCTM AnA ncnonbsyemoix CK3U.

(ab3au BBeaeH Mpukaszom ®CE Poccum o1 04.12.2020 Ne 555)

21.3. TpebosaHua ana cpeacts YL knacca KC2 cosnagatoT ¢ TpeboBaHuamMU Ans
cpeacts YL, knacca KC1.

21.4. TpeboBaHusa ana cpeacts YL, knacca KC3:

- KOHTPO/Ib LLeNIOCTHOCTU A0/XKEH BbINMONHATLCA HE pexe 1 pasa B CYTKu.

21.5. TpeboBaHusa ana cpeacts YL, knacca KB1:

- KOHTPO/1b LLEeNOCTHOCTU A0MXKEH BbINOAHATLCA A0 3arpy3kun OC cpeacts YL

21.6. TpeboBaHus ana cpeacts YL, Knacca KB2:

- KOHTPO/Ib  UENOCTHOCTM  OOJ/IKEH  OCYLECTBAATLCA  AMHAMMYECKU  MpU
dYHKUMOHUPOBaHUK cpeacTs YL.3!

21.7. TpeboBaHua ana cpeacts YU, knacca KAl coBnagatoT c TpeboBaHMAMKW AnA
cpeacts YL, knacca KB2.3?

22. TpeboBaHMA K yNpaBieHUIO AOCTYNOM:

22.1. Cpeactsa YL gonxHbl obecneynsaTb yrnpaBieHUe A0CTYMNOM.

22.2. TpeboBaHusa ana cpeacts YL, knacca KC1:

- BONXKHbI ObITb ONpeseneHbl TPeboBaHMA K yNpaBAeHUIO AOCTYNOM M YKa3aHbl B T3 Ha
pa3paboTky (MoaepHusauuio) cpeacts YL,

22.3. TpebosaHua ana cpeacts YL knacca KC2 cosBnagaoT c TpeboBaHusmn ana
cpeacts YL, knacca KC1.

22.4. TpeboBaHua ana cpeacts YL, knacca KC3:

- B YL, gonkeH obecneunBaTbCa AUCKPELMOHHbBIMA NPUHLMN KOHTPOAA AOCTyna.

22.5. TpebosaHua ana cpeacts YL knacca KB1 coBnagatoT ¢ TpeboBaHuMaAMM AnsA
cpeacts YL, knacca KC3.

22.6. TpeboBaHua ana cpeacts YL, knacca KB2:

- DONKHO BbITb 0BecneyYeHo co3aHme 3aMKHYToN paboueit cpeab®® cpepacts YU,

22.7. TpeboBaHusa ana cpeacts YL, knacca KA1:

- B YL, gonxkeH obecneuymBaTbca MaHAATHbIA NPUHLMN KOHTPOAA A0CTYNa;

- ona BBoga Kawouya Il agMuHucTpaTopa cepTuduKaumm Tpebyetca He meHee ABYX

30 B pep. Mpukasa ®CB Poccum ot 04.12.2020 Ne 555.
31 Mn. 21.6 8 pea. Mpukasa PCB Poccum ot 04.12.2020 Ne 555.
32 Mn. 21.7 8 pea. Npukasa ®CE Poccun ot 04.12.2020 Ne 555.

3 NporpammHan cpeaa, KOTopaa AONYCKaeT CyLLeCTBOBaHUE B Hell TONbKO GUKCMPOBAHHOIO Habopa cy6beKToB

(nporpamm, npoueccos).

19


https://login.consultant.ru/link/?req=doc&base=LAW&n=373040&date=19.10.2021&demo=1&dst=100048&fld=134

[oBepeHHbIX anu34,

23. TpeboBaHUA K nAeHTUPUKALUMM MU ayTEHTUDUKaLMN:

23.1. UpeHTUdMKauma u ayteHTUOUKauMs BKAOYAlOT B ceba pacnosHaBaHue
nonb3osaTtena cpeacts YL, yneHa rpynnbl agmuHuctpatopoB cpencts YL, mam npouecca u
NPOBEpPKY UX NOAJAMHHOCTU. MexaHnam ayTeHTUOUKaUMN A0MKEH BNOKMpPOBATb AOCTYN 3TUX
cybbekToB K PpyHKUMAM YL npn oTpnuaTenbHOM pesynbTaTte ayTEHTUPUKALNN.

23.2. B cpeactBax YU ans nwobon peannsoBaHHOW npoueaypbl ayTeHTUUKaLMMK
OOMKEH OblTb MPUMEHEH MEXaHM3M OFpaHMYEHUA KONMYECTBa CNeAyloWwmnx noapas nonbiToK
ayTeHTUdMKaumMm oaHoro cybbekTa A0CTyNa, YNC/IO KOTOPbIX HEe AO0/MKHO ObiTb Bonblue Tpex.
Mpn NpeBbIWEHUM YUCNa CleayloWnx noapan NONbITOK ayTeHTUPUKaALMKM OAHOro cybbekTa
A0CTYNa YCTaHOB/NIEHHOMO Npeae/sibHOro 3Ha4YeHMA AOCTyN 3Toro cybbekTa 40CTyNa K cpeacTBam
YU ponkeH 6biTb 3a6/10KMpPOBaH Ha MPOMEXKYTOK BPeMeHM, KOTOpbIi yKasbiBaeTcs B T3 Ha
pa3paboTky (moaepHmusaumio) cpeacts YL.

23.3. TpeboBaHusa ana cpeacts YL, knacca KC1:

- onucaHMe npoueaypbl perucTpaummn nonbsosatenen cpeacts YL, (BHeceHMA faHHbIX B
peecTp nonb3oBaTenen cpeacts  YLU) [0OMKHO comeprkatbCA B 3KCM/yaTaLMOHHOM
AOKYMeHTaumm Ha cpeactsa YL;

- ONA BCEX UL, OCYLLEeCTBAAKOLWMX AOCTYyN K cpeactBam YL, AO/IKHa NpoBOAUTLCA
ayTeHTUPMKauma. [pu  3TOM  AONYCKAeTCA  OrPaHMYMTbCA  MCNOAb30BaHWEM  ANS
ayTEHTUPMKAUUM TOIbKO CUMBOIBHOTO MNEPUOANYECKM U3MEHSIOWEroCcs Napoaa U3 He MeHee
yem 8 CMMBOJ/IOB MPU MOLWLHOCTM andaBuTa He MeHee 36 cumBonoB. lNepuog M3mMeHeHUsA
napons He Ao/KeH 6bITb 6onble 6 mecaues.

23.4. TpeboBaHus ana cpeacts YL, knacca KC2:

- HeobxoAMMOCTb NpeabaABieHMA Nosb3oBaTenem cpeacts YL, npu ero perucrpaumnm
OOKYMEHTOB, YA0CTOBEPAWMX NNYHOCTb, AO/KHA OblTb OTpParKeHa B 3KCNAyaTaLMOHHOWM
OOKYMeHTaumm Ha cpeactsa YL;

- Ana Bcex nosb3oBaTenei cpencts YL, gonyckaeTca Mcnonb3oBaHME MeEXaHM3MOB
yOaneHHon ayteHTudmMKaumm. CneumanbHble XapaKTEPUCTUKM  MEXaHM3MOB  yAa/leHHOM
ayTeHTUOMKALMM  OO/KHbI  ObiTb  NOATBEPXKAEHbl B pPaMKax MpPOBeAEHUA NpPOBEpPKu
cooTtBeTCcTBMA cpeactB YU u o0bbekToB MHDOPMATU3ALMN, UCNONb3YIOWMX AaHHbIE CPEACTBa,
HacToAwmnm TpeboBaHUAM;

- MPW OCYLLECTBNAEHMN NNOKANIBHOFO A0CTYNa K cpeacteam YL ayTeHTUDMKaumMA YneHoB
rpynnbl aAMWHUCTPATOpoB cpeacts YL, gonKHa BbINONHATBCA A0 nepexoga B pabouee
coctoaHMe 3Tux cpeacts YL, (Hanpumep, o 3arpy3kum 6as3osoit OC) M C nNpuMmeHeHuem
MeXaHM3ma MHOrodaKkTopHOM ayTeHTUDUKaUNK, NCNO/b3YHOLLErO annapaTHble
naeHtTndmKaTopsl.3>

23.5. TpeboBaHusa ana cpeacts YL knacca KC3:

- B cpeacTax YU, gonxkeH 6biTb peann3oBaH MeXaHU3M ayTEHTUOMKALMKN NOKANbHbIX
nonb3oBaTenen, UMerLWMx [OCTyn K cpeactBam YL, HO He BXoZAWMX B COCTaB rpynnbl
agMUHUCTpaTopoB cpeacTs YL,

23.6. TpeboBaHusa ana cpeacts YL, knacca KB1:

- NPU OCYLWECTB/NIEHUN YAANEHHOro A0oCTyna K cpeactsam YL, ncnosb3oBaHWe TOMbKO

3 Nnua, asnsatolmeca YneHamm rpynnbl agMUHUCTPATOPOB cpeacTs YL 1 3aBegoMo He aBasaoLLmecs
HapyLWWTeNAMMN.

% B pea. Mpukasa ®CB Poccmm ot 04.12.2020 Ne 555.
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CMMBO/IbHOIO MapoaA He AONYCKAeTCA, A0/KHbI MCNOAb30BaTbCA MEXaHU3Mbl ayTEHTUPUKALLUK
Ha OCHOBE KpUNTOorpadryecKknx NpPoOTOKOOB.

23.7. TpebosaHua ana cpeacts YL knacca KB2 cosnagatoT c TpeboBaHuamu Ana
cpeacts YL, knacca KB1.

23.8. TpeboBaHusa ana cpeacts YL, knacca KA1L:

- B cpeacteax YL ans noboro peanrMsoBaHHOro mexaHu3ma ayTeHTUGMKALUM AO/MKHA
6bITb peasin3oBaHa BO3MOXKHOCTb YCTAHOBKU NpeaebHO A0MNYCTUMOrO KOIMYECTBA CneayoLmx
nogpan nonbiTOK ayTeHTUPUMKAUMM OJHOro cybbeKkTa [0CTyna WM YCTaHOBKU BPEMEHMU
6N0KMPOBKKM A0CTYNA K cpeacTBam YL, Ha mecTax Ux aKcnayaTauuu.

24. TpeboBaHMA K 3aLLmTe AaHHbIX, NOCTYNatoWwMX (3KcnopTupyembix) B (13) YLL:

24.1. CpeactBa YU, gonxkHbl obecneynBaTb A0BEPEHHbIN BBOA, CaMONOANMCAHHOIO
cepTudmKaTa KAtoda nposepkm I,

24.2. TpebosaHusa ana cpeacts YL, knacca KC1:

- cpepcTBa YL, gonkHbl obecneymBaTtb nepegayvy AaHHbIX, coAeprKawmx nHGopmaLumio
OrpaHWYeHHOro AocTyna, noctynawowmx B YL, wn 3skcnoptupyembix u3 YL, cnocobom,
3awmuweHHbim ot HCA;

- B cpeactBax YL, gomkHa GbITb peanvsoBaHa npoueaypa 3awuTbl OT HaBA3bIBAHWUA
NOMHbIX coobweHnin3e;

- TpeboBaHMA K npoueaype 3aWuUTbl OT HaBA3bIBAHUA JIOMKHbIX COOOLLEHMN
yKasbliBatoTcs B T3 Ha pa3paboTky (moaepHusaumo) cpeacts YL,

24.3. TpeboBaHus ana cpeacts YL, knacca KC2:

- cpegctBa YL pgonxkHbl obecneuymBaTh 3aWMTy MepBOHAYa/IbHOrO 3anpoca Ha
cepTndUKaT Katova nposepkn IM1;

- cpeactea YU [O0/MKHbI NPUHMMATb KPUTUMYHYIO Ana  OyHKUMOHMpoBaHuAa YL
MHPOpPMaLMIO, TOJIBKO €CAM OHa noanucaHa IM1;

- B cpeactBax YL, ponkeH 6biTb peanmM3oBaH MeXaHU3M 3alLMTbl OT HaBA3bIBAHMA
NIOXKHbIX COOOLLEHN Ha OCHOBE WMCMNO/Ab30BaHMA cpeacTs I, NONyYMBLUMX NOATBEPNKAEHME
cooTBeTCcTBMA TpeboBaHMAM K cpeactBam I, Knacc KOTOPbIX COOTBETCTBYET KNaccy CpeacTs
i

- B cpeactBax YL, gonrkeH 6biTb peann3oBaH MeXaHU3M 3aLWMTbl AaHHbIX NPU Nepeaaye
UX Mexay dM3nYeckn pasaeneHHbIMM KOMNOHEHTaMM Ha OCHoBe ucnosb3oBaHuA CK3U, knacc
KOTOPbIX He HMXe Knacca cpeacts YLI.38

24.4. TpeboBaHua gna cpeacts YU knaccos KC3, KB1, KB2 u KA1l cosnagatoT ¢
TpebosaHuamM ana cpeacts YL, knacca KC2.3°

24.5 - 24.6. YTpatnan cuny.*°

25. TpeboBaHMA K peructpaumm cobbiTnii:

25.1. basosaa OC cpeacts YU, gonHa noageprkusBaTb BeAeHME KypHana ayauta

% HaBA3blBaHWeE JIOXKHOTO coobweHns npeacrtasaseT coboit gencTene, BOCNPUHUMAEMOE
YYaCTHMKaMM 3/1EKTPOHHOIO B3aMMoaencTeuna uam cpeactsamm YL, Kak nepegava MCTUHHOTO
coobueHnsa cnocobom, 3awmiueHHbIm ot HCA,.

37 A63au, BBeaeH Mpukasom PCB Poccum ot 04.12.2020 Ne 555.
38 AB3au, BBeaeH Mpukasom PCB Poccum ot 04.12.2020 Ne 555.
39 Mn. 24.4 8 pea. Npukasa PCB Poccun ot 04.12.2020 Ne 555.

40 Mpukas ©CB Poccum ot 04.12.2020 Ne 555.
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CUCTEMHbIX COBbITUIA.

25.2. TpeboBaHua ana cpeacts YL, knacca KC1:

- B cpeacteax YL, gomkeH 6biTb peasin3oBaH MexaHU3M, MPOU3BOAALLMIA BbIOOPOUYHYIO
perncTpaumio cobbITUN B }KypHane ayauTa, CBA3aHHbIX C BbiNosHeHMeM YL, cBonx GyHKLMN;

- CMUCOK PEerucTpupyembix COObITUIA [O/MKEH CcoAepKaTbCA B 3KCMayaTauMOHHOWM
AOKYMeHTaumm Ha cpeactsa YL;

- CMUCOK PErncTpupyemblix CobbITUM AONKEH BKAOYATb GaKTbl (MONbITKM) U3MEHEHMUA
CUCTeMHOro BpemeHu cpeacts YL.4

25.3. TpeboBaHua ana cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHMAMKU anA
cpencts YL, knacca KC1.

25.4. TpebosaHus ana cpeacts YL, knacca KC3:

- AOJ/IKHbI ObiTb MPUHATHI Mepbl 0OHAPYKEHMUA HECAHKLUMOHUPOBAHHbIX M3MEHEHUM
}ypHana ayaurta.*?

25.5. TpebosaHua ana cpeacts YL knacca KB1 coBnagatoT ¢ TpeboBaHuaMM Ans
cpeacts YL, knacca KC3.

25.6. TpeboBaHusa ana cpeacts YL, knacca KB2:

- AOJ/IKHbI ObiTb MPUHATBI Mepbl 0BHapYy*KeHUA HEeCAHKLUMOHUPOBAHHbIX U3MEHEHUM
KaK[oM 3anncK B KypHane ayauTa.

25.7. TpeboBaHua ana cpeacts YL, Knacca KA1:

- XYpHan ayguTta onxKeH 6biTb AOCTYMNEH TONIbKO aAMWUHUCTPATOPY ayAnTa, KOTOPbIN
MOMeT OCYLLECTBIATL TO/IbKO €ro NPOCMOTP, KOMMPOBAHUE U NOJIHYIO OYMUCTKY. [Tocne o4YncTKm
nepBoOM 3aNUCbIO B XKYPHa/ie ayanTa AO/KEH aBTOMATUUYECKM PErUCTPMPOBATLCA PaKT OUMCTKM C
YyKasaHuem gaTtbl, BpeMeHn U nHGopmaumm o nnue, NPoM3BOAUBLLIEM ONepaLmio.

26. TpeboBaHMA N0 HAAEKHOCTU U YCTONYMBOCTU GYHKLMOHMPOBAHUA cpeacTs YL

26.1. [donkHbl b6bITb onpeaeneHbl TPeboBaHUA MO HAAEXKHOCTU U YCTOMYMBOCTU
dyHKUMOHMpoBaHMA cpeacTs YL 1 ykasaHbl B T3 Ha pa3paboTky (MoaepHusaumio) cpeacts YL,

26.2. TpeboBaHusa ana cpeacts YL, knacca KC1:

- MPOBOAMUTCA pacyeT BepoATHOCTU cboeB U HeucnpaBHocTen AC YL, npuBogAwmx K
HeBbINONHeHUO YL, cBonx GyHKLMN.

26.3. TpeboBaHua ana cpeacts YL, knacca KC2:

- [AOMKHO OCYWeCTBNATbCA TECTUPOBAHME YCTOMYMBOCTM  YHKUMOHMPOBAHUA
cpeacts YL.

26.4. TpeboBaHua ana cpeacts YL, knacca KC3:

- AO/IXHbI ObITb onpeaeneHbl TpeboBaHMA MO BPEMEHWU BOCCTaHOBAEHMA cpeacts YL
nocne c6os 1 yKasaHbl B T3 Ha pa3paboTKy (MoaepHu3aumto) cpeacts YL;

- Mepbl U CpeacTBa MOBbIWEHMA HAAEXHOCTU U YCTOMYMBOCTU GYHKLUMOHUPOBAHMA
cpeacTs YU, AONKHbI coepKaTb MeXaHM3Mbl KBOTUPOBaHMA pecypcos cpeacts YLL.

26.5. TpeboBaHusa ana cpeacts YL, knacca KB1:

- BepoATHOCTb cboeB M HeucnpasHocTel AC YL, npuBoaawmMx K HesbinosHeHuto YL
cBOMX OQYHKUMN, B TeYEHMEe CYTOK He AO0J/IKHA MNPeBbiaTb aHaNOrMYHOW BEPOATHOCTM ANA
ncnonbsyembix CK3N.

26.6. TpeboBaHua ans cpeacts YL, knaccos KB2 n KAl cosnagatot ¢ TpeboBaHuaMM
ana cpeacts YL, knacca KB1.

41 AB3au, BBegeH Mpukasom ®CB Poccmm ot 04.12.2020 Ne 555.

42 B pea. MNpukasa ®Cb Poccum ot 04.12.2020 Ne 555.
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27. TpeboBaHus K KNto4yeBo MHGOPMaLINK:

27.1. MopAamoK co34aHMA, MCNONb30BAHWUA, XPAaHEHUA U YHUYTOXKEHMA KAOYeBOM
uHpopmaumm onpeaenseTca B COOTBETCTBMM € TpeboBaHMAMKU  3KCNAyaTaLMOHHOM
AOKymeHTaumm Ha cpeactsa I n nHble CK3U, ncnonbsyemblie cpeactsamm YL,

27.2. Cpok geinctsuma Katoda 3 cpeactea 3, ucnonbayemoro cpeacrsamm YL, gomkeH
COOTBETCTBOBATb TPEOOBAHMAM, YCTAaHOBAEHHbIM K cpeactBam II1.

27.3. TpebosaHus ana cpeacts YL, knacca KC1:

- He [JOnyCKaeTcA  KonuMpoBaHWe  MHOOPMALWMKM  KAKOYEBLIX  AOKYMEHTOB
(KpunTorpadmyecknx Katouyei, B Tom ymcne knwouer 3M) Ha HocuTenn (HanpuUMep, *KeCTKUM
OMCK), He ABAAOWMECs KNYEeBbIMM HOCUTensmu, 6e3 ee npenBapuTeNbHOro WKUPPOBaAHMA
(KoTopoe [AOMKHO  OCYLLECTBAATbLCA  BCTPOEHHOM  dyHKumen ucnonblyemoro CK3N).
KonupoBaHue KAYeBbIX LOKYMEHTOB LO/KHO OCYLLECTBAATLCA TOJIbKO B COOTBETCTBUM C
3KCNAyaTaUMOHHOM AOKYMeEHTaUMel Ha ucnosbsyemoe CK3U;

- Katoum 3N, mcnonblyemble Ana NoAnucK cepTUPUKATOB Katouyen nposepku I u
CMUCKOB YHMKa/IbHbIX HOMEPOB CcepTUPUKATOB Katoden nposepKu I, AelcTBME KOTOPbIX Ha
onpeaeneHHbli MOMEHT Oblno npeKpauweHo YU ao ncreyeHua cpoka ux agencteua (oanee —
CMUCOK aHHY/IMPOBaHHbIX CepTUPMKATOB), a TaKkKe Katouum I, mcnonblyemble AnA nNoanucu
METOK [J0BEPEHHOI0 BPEMEHM HE A0/IKHbI UCMO/Ib30BATLCA HU /1A KaKUX UHbIX Lienei;*3

- CPOKM [EWNCTBMA BCEX K/OYel [O0MKHbl ObiTb YKasaHbl B 3KCM/AyaTaUMOHHOM
OOKYMeHTaumun Ha cpeacrsa YU,

27.4. TpeboBaHnua ana cpeacts YL, kKnaccos KC2 n KC3 cosnagatot ¢ TpeboBaHnamm
ana cpeacts YL, knacca KC1.

27.5. TpeboBaHusa ana cpeacts YL, knacca KB1:

- OO/KHbl ObITb NPMHATbI OPraHU3aUMOHHO-TEXHUYECKME MEpPbI, MCKAKYatoLWwme
BO3MOXHOCTb KOMMpomeTauum Katoda I, wucnonblyemoro pasa noanucu ceptuduKkaTos
Kntoyen nposepku 3 M CNUCKOB aAHHYAMPOBAHHbLIX CePTUPUKATOB, NPU KOMNpOMeETauum
KNtouYeBor MHGoOpMaLMK, AOCTYNHON O4HOMY NULLy.

27.6. TpeboBaHusa ana cpeacts YL, knacca KB2:

- Katouum 3M, ucnonb3yemble Ana nopnucu cepTMPUKATOB Katouver nposepku I,
CMUCKOB aHHYAMPOBAHHbIX CEPTUUKATOB M METOK [OBEPEHHOTO BPEMEHU, OO0XKHbI
reHepupoBaThCA, XPaHUTLCA, UCNO/b30BATLCA U YHUUTOMXKATbCA B cpeacTse IMM;*

- OO/IKHbl ObITb NPUHATbI OPraHU3aUMOHHO-TEXHUYECKME MEpPbI, MWCKAKYatolwme
BO3MOXHOCTb KOMMpomeTauum Katoda 3, wucnonblyemoro Ans noanucu ceptuduKaTos
KNntouen nposepkn 3 M CNUCKOB aHHYAMPOBaHHbIX CEPTUOUKATOB, MPM KOMMPOMETALUK
KNto4eBOM MHPOPMaLMK, AOCTYNHOM ABYM NMLAM.

27.7. TpeboBaHua ana cpeacts YL, knacca KA1:

- OOMKHbl OblTb NPUHATbI OPraHM3aLMOHHO-TEXHUYECKME MEpbl, WCKAoYatowme
BO3MOXHOCTb KOMMpomeTauum Katoda 3, wucnonblyemoro gaa noanucu ceptuduKkaTos
Kntouer npoeepku 3 M CNUCKOB aHHYAMPOBAHHbLIX CEPTUOUMKATOB, MPU KOMMPOMETALUK
K/toueBor MHGOpMaLMK, AOCTYNHON TPEM INLLAM.

28. TpeboBaHMA K pe3epBHOMY KOMMPOBAHUIO M BOCCTAHOBIEHMIO paboTocnocobHOCTH
cpeacts YL:

28.1. CpeactBa YU, gonHbl peannsoBbliBaTb PYHKLMU PE3epBHOrO KOMUPOBAHUA U

43 B pepg. MNpukasa ®Cb Poccun ot 04.12.2020 Ne 555.

44 B pea. Npukasa ®Cb Poccum ot 04.12.2020 Ne 555.
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BOCCTAaHOBNEHUA Ha caydan nospexaeHns AC un (mnam) mHpopmaumn, obpabaTbiBaemoit
cpepctBamu YU. B xone pe3epBHOro KONMpPOBaHWUA AOMKHA OblTb UCKAOYEHA BO3MOMKHOCTb
KONMMPOBAHUA KPUNTOrpadrUeCcKnx Katoyen.

28.2. TpeboBaHusa ana cpeacts YL, knacca KC1:

- AaHHbIEe, COXPaHEeHHble NMPU pe3epBHOM KOMMPOBAHUMW, AOMKHbI ObiTb AOCTATOYHDI
ONA BOCCTAHOBNEHMA GYHKUMOHMPOBAHMA cpeacts YL, B cocToAHWe, 3adpMKCMPOBAHHOE Ha
MOMEHT KOMUPOBaHMUA.

28.3. TpeboBaHua ans cpeacts YL, knaccoB KC2 n KC3 cosBnagatoT ¢ TpeboBaHUAMMU
ana cpeacts YL, knacca KC1.

28.4. TpeboBaHus ana cpeacts YL, kKnacca KB1:

- AOJ/IKHbI ObITb MPUHATHI Mepbl 0BHAPYKEHUA HEeCAHKLUMOHUPOBAHHbIX M3MEHEeHUM
COXPAHEHHbIX AaHHbIX;

- AO/MKHbI 6bITb ONpeaeneHbl TpeboBaHMA NO BPEMEHW BOCCTAHOB/IEHUA U YKa3aHbl B
T3 Ha pa3paboTky (MmogepHusaumto) cpeacts YU mn B aKcn/yaTauMOHHOW AOKYMEHTaAUMWU Ha
cpeactea YU.

28.5. TpeboBaHusa ana cpeacts YL, knacca KB2:

- COXpaHAemaa Mpu pe3epBHOM KOMMPOBAHWUM 3almlaemMas MHPoOpMaLMA O0MKHA
COXPAHATLCA TO/IbKO B 3alUMPPOBAHHOM BUAE.

28.6. TpeboBaHua ana cpeacts YU, knacca KAl cosBnagatoT ¢ TpeboBaHMAMKM anA
cpencts YL, knacca KB2.

29. TpeboBaHMA K CO34aHMIO0 U aHHY/IMPOBAHUIO cepTUUKATOB Katovel npoBepKku IM:

29.1. MpOTOKONbI CO34aHMA M aHHYIMPOBAHUA CEPTUDMKATOB KAtoUen npoBepku 31, a
TaKXe CXema nepegayn 3aABNEHUS Ha CO3JaHMe cepTUdMKATa Karda nposepKu I AONXKHbI
BbITb OMMCaHbI B IKCMAyaTaLMOHHOW AOKYMEHTaumun Ha cpeacrsa YL, 4°

29.2. CospaBaemble YL cepTudukatbl Kawuyeln npoBepkn I KM cnuUCKK
AHHY/IMPOBAHHbIX CEPTUPMKATOB [,0JIKHbI COOTBETCTBOBATb MEXKAYHAPOAHbIM PEKOMEHAALUAM
ITU-T X.509% (panee — pekomeHpgauum X.509). Bce nona u AOMOJHEHUA, BKAKOYaeMble B
cepTuduKaT Kaouer nposepku I U CNUCOK aHHY/IMPOBAHHbLIX CEPTUPUKATOB, AOMKHbI ObITb
3aMNoJ/IHEHbI B COOTBETCTBMU C pekomeHaaunamm X.509. MNMpn Mcnonb3oBaHMKN anbTepHATUBHbIX
dopmaTtoB cepTMPUKATOB KAtoUein nposepkn I A0MKHbI ObITb onpegeneHbl TpeboBaHUA K
NPOTOKO/1aM CO34aHMA U aHHY/IMPOBaHUA cepTUPUKATOB Ktovel nposepkn Il n ykasaHbl B T3
Ha pa3paboTKy (MogepHU3aumio) cpeacts YLL.

29.3. Cpeactea YL, gonKHbl peannsosbiBaTb NPOTOKOA aHHY/IMPOBAHUA cepTUdMKATA
KNtoYa npoBepkm 3l ¢ NCNoNb30BaHMEM CMMCKOB aHHYIMPOBAHHbIX CEPTUDMKATOB.

29.4. [lonycKaeTca peanusauma NPOTOKONOB aHHY/AIMPOBAHMA 6e3 MCMno/ib30BaHUA
CMWUCKOB aHHYNMPOBaAHHbIX CepTUPUKATOB, TPebOBaHMA K KOTOPbIM AO0/IXKHbI 6bITb YKa3aHbl B T3
Ha pa3paboTKky (moaepHU3aumio) cpeacts Y.

29.5. TpeboBaHusa ana cpeacts YL knacca KC1:

- B cpeactBax YL, fomkHa ObITb peannsoBaHa ¢yHKUMA M3roToBAeHUs cepTudmKaTa
Kntoya nposepku 3 Ha OGymakHOM HocuTene. [lopAgoOK BblgauM cepTUdUKaTa  Kaoya
nposepkn 3 Ha Oyma)KHOM HOcCUTENe, a TaKXe npoueaypa KOHTPOAA COOTBETCTBUA
cepTudmKaTa Kaw4da nposepkun 3l B 3/IEKTPOHHOM BUAE U Ha BYMaxKHOM HOCUTENE AO0JIKHbI

4 Mn. 29.1 8 pea, Mpukasa ®CB Poccum ot 04.12.2020 Ne 555.

46 |TU-T Recommendation X.509. Information technology — Open systems interconnection — The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.
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ObITb YKa3aHbl B 3KCN/yaTaLMOHHOM AOKYMEHTaLMM Ha cpeactea YL,

- B cpepcTBax YL, B oTHOWweHMM Bnagenbua cepTudmrKaTa Katoda nposepku Il gonxKHbI
6bITb Peasn30BaHbl MEXAaHM3Mbl MPOBEPKM YHUKANbHOCTM KAtoda nposepKku M n obnagaHua
COOTBETCTBYOWMM Katouom 31,

29.6. TpebosaHua ana cpeacts YL knacca KC2 cosBnagatoT ¢ TpeboBaHuaMU Ans
cpeacts YL, knacca KC1.

29.7. TpebosaHus ana cpeacts YL, knacca KC3:

- NOrPELIHOCTb 3HAa4YEHUM BpeMEHN B cepTUdUKaTax Katouer nposepku Il 1M cnmnckax
AHHY/IMPOBAHHbIX CEPTUPMKATOB He A0NKHA NpeBbiwaTb 10 MUHYT.

29.8. TpeboBaHus ana cpeacts YL, kKnacca KB1:

- NOrPELHOCTb 3HAaYEHU BPeMEHN B cepTUdUKaTax Katouen nposepku Il M cnmnckax
AHHY/IMPOBAHHbIX CEPTUPUKATOB He A0NKHA NPEBbIWATb 5 MUHYT.

29.9. TpeboBaHua ans cpeacts YL knaccos KB2 n KA1l coBnaaatoT ¢ TpeboBaHUAMM
ana cpeacts YU, knacca KB1.

30. TpeboBaHMA K CTpyKType ceptuduKaTa Kaoda nposepkn 3 M cnucka
aHHYNMPOBaAHHbIX CEPTUDUKATOB:

30.1. TpeboBaHusa ana cpeacts YL, knacca KC1:

- [AONycTUMble  CTPYKTYpbl cepTudumKata Kada npoBepkn A m cnucka
AHHY/IMPOBAHHbLIX CEPTUDUKATOB LOO/KHbI  OblTb  MEpeyucneHbl B 3KCNAyaTaLMOHHOM
OOKYMeHTaummn Ha cpeactsa YLU;

- B cpeactBax YU ponrkeH ObiTb peanvM3oBaH MeXaHU3M KOHTPOJIA COOTBETCTBMA
co3aaBaeMblix cepTUPUKATOB Katoueir npoBepku 3 U CNMCKOB aHHY/IMPOBaHHbIX CEPTUPUKATOB
3a4aHHOM CTPYKTYpE;

- B CTPYKType cepTudmKaTta Kntoda nposepku Il goAXKHbI ObITb NPegycMOTpeHbI Nose,
cogeprKaliee cBegeHMA o Knacce cpeacts YU, ¢ ucnonb3oBaHmem KoTopbix 6bln co3aaH
HacToAWwMM cepTUdMKaT Kaouva nposepku M, M none, copeprkallee cCBeAEHUA O Kiacce
cpeactea IOl Bnagenbua ceptuduKkaTa Kaova nposepkm 1.

30.2. TpeboBanua ana cpeacts YL knaccos KC2 n KC3 cosnaaatot ¢ TpeboBaHusmmM
ana cpeacts YU knacca KC1.

30.3. TpeboBaHua ana cpeacts YL, knacca KB1:

- B cpeactBax YL pomKeH OblTb peannsoBaH MeEXaHW3M 334aHMA  CUCTEMHbIM
agMUHUCTPATOPOM Habopa AoNyCTUMbIX AONOAHEHWM cepTMdUKaTa Kawoda npoBepku I um
CNMCKa aHHY/IMPOBAHHbIX CEPTUPMKATOB.

30.4. TpeboBaHua ans cpeacts YL, knaccos KB2 n KA1l cosnagatot ¢ TpeboBaHnamM
ana cpeacts YL, knacca KB1.

31. TpeboBaHUA K peecTpy cepTUdPUKaToB Kawouel nposepkun M n obecneyeHuto
[0CTYNa K Hemy:

31.1. TpeboBaHusa ana cpeacts YL knacca KC1:

- B cpeacTBax YU, AonKHbI ObiTb peanvM3oBaHbl MeXaHU3Mbl XpPaHEHWA M MOMUCKA BCeX
CO34aHHbIX cepTUPUKATOB Katovelh nposepKu 3l U CNUCKOB aHHYAINPOBAHHbIX CEPTUPUKATOB B
peecTpe, a TaKXKe CeTeBOro A0CTyna K peecTpy.

31.2. TpebosaHua ana cpeacts YL knacca KC2 cosnagatoT ¢ TpeboBaHuMaAMM Ans
cpeacts YL, knacca KC1.

31.3. TpeboBaHua ana cpeacts YL, knacca KC3:

- B cpeacTBax YL, gomkeH bbiTb peanrM3oBaH MexaHM3M NOUCKa cepTUDUKATOB KAKOYEN
npoBepKkn 3 1 CNUCKOB aHHY/AMPOBAHHbLIX cepTUPUKATOB B peecTpe cepTUOUKATOB Ktouel
npoeepKu 3 No pasanYHbIM UX aTpUbyTam;
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- BCE M3MEHeHMA peecTpa CepTUOUKATOB Kaouen npoBepku I A0NKHbI
pPerncTpupoBaThCA B }KypHaae ayamTa.

31.4. TpeboBaHua pgnsa cpeacts YL, knaccos KB1, KB2 wn KA1l cosnagator c
TpeboBaHuamm ana cpeacts YL, knacca KC3.

32. TpeboBaHuA K nposepke I B cepTudmKaTe Katova nposepku I:

32.1. JonxKeH bObiTb onpeaeneH MexaHM3mM NPoOBEPKM nognucu B cepTudmKaTte Katoya
npoeepkn 31 N0 3anpocy YYacTHMKA SNEKTPOHHOro B3aUMOLENCTBMA WM YKas3aH B
3KCNAYyaTaLMOHHOM 4OKYMEHTaUMM Ha cpeactea YLL.

32.2. B cpeactBax VYL pgomKeH 6blTb  peannsoBaH MexXaHUM3M  MPOBEpKU
noaanHHocty 3 YL B BblAaBaembix UM cepTUPMKATAX KAroden nposepkn .

32.3. Mposepka dl B ceptMduKaTe KaoYa nposepku Il ocywecTBnaeTca B
COOTBETCTBMU C pekoMeHaaumnamm X.509, BKntoyas 06s3aTesibHY0 NPOBEPKY BCEX KPUTUYECKMUX
[OMNOJIHEHUH.

32.4. Ecnu, wncxoasa w3 ocobeHHocTelr 3kcnayaTaumu cpeacts YL, ponyckaetca
MCNoab30BaHME aNbTePHATUBHbIX GopmaToB cepTUdMKaTa Katova nposepku I, gonxKeH HbITb
onpeaeneH MexaHU3M NPoOBepKM noanucu B ceptudurate Kaoda nposepku M m yKasaH B T3
Ha pa3paboTKy (moaepHU3aumo) cpeacts Y.

33. B cocTas cpeacts YL, gomKHa BXOAUTb Cyxba MeToK J0BepeHHoro spemeHmn.’

34. [ina orpaHNU4YeHNA BO3MOXKHOCTEN NO NOCTPOEHUIO KaHAN0B aTak Ha cpeactea YL, ¢
MCMONb30BaHMEM  KaHa/lioB  CBA3M  OO/KHbl  MNPUMEHATbCA  CPeacTBa  MEXCETEBOro
3KpaHUpPOBaHMUA.

35. [loNXKHbI 6bITb ONpeaeneHbl TpeboBaHMA No 3awmTe cpeacts YL, oT KoMnbloTEPHbIX
BMPYCOB M KOMMbIOTEPHbIX aTaK U yKa3aHbl B T3 Ha pa3paboTky (moaepHu3aymio) cpeacts YL,

36. Mpun nogkntoveHnn cpeacts YU, 3a MCKAOYeHUMEM CpencTB, PeanmsyroLlmx
MexaHu3m dopmunpoBaHuA MEeTOK [0BEPEHHOro BpemeHu, K
MHOOPMALMOHHO-TENIEKOMMYHUKALMOHHON  CeTH, AO0CTyn K KOTOPOM He OrpaHu4eH
onpeaeneHHbIM KPyrom nuL, yKasaHHble CpeacTBa AO0/IKHbl COOTBETCTBOBATb TpeboOBaHMAM K
cpeactsam YL, knacca KB2 nnm KA1.48

37. WUccnepoBaHua cpeacts YU, ¢ uenvio noatesepkaeHMA cooTBeTCTBUA cpeacts YL
HacToAwmMm TpeboBaHMAM AO/IKHbI NPOBOAMTLCA C UCMOAb30BaHMEM pa3pabaTtbiBaembix PCb
Poccum  uncnoBbiXx 3HAYEHWIA NAPAaMETPOB M XaPAKTEPUCTUK MEXAaHU3MOB  3aLUUTHI,
peanunsyembix B cpeactsax YL,

38. Ona orpaHWYeHUA BO3MOMHOCTEM MO MOCTPOEHWUIO aTaK C WMCNOAb30BaHWEM
KaHa/NoB CBA3W Ha CPeAcTBa, peanusyolme mexaHusm GOpMUPOBAHMA METOK A0BEPEHHOrO
BpemeHn, YL [0/KHbI MPUMEHATbLCA CPeACTBA MEMKCETEBOrO 3KPAHMPOBAHUA YPOBHA
Beb6-cepsepa (Tmn «IM»), ceptuomumposaHHbie PCb Poccnmn Ha cooTBeTcTBME TpeboBaHUAM K
YCTPOMCTBAM TUMA «MEXKCETEBOM 3KPaH» HE MeHee 4yem 3 Knacca 3awmuweHHocTu. CpeacTea
MEMKCETEBOIO  3KPAHMPOBAHMA  AO0/MKHbI  obecneymBaTb  KOHTPOAb U dUAbTPaALMIO
MHPOPMALMOHHBIX MOTOKOB NO NPOTOKO/Y Nepegayvm runepTekcra.

47 1. 33 BBeaeH Npukasom ®CB Poccum o1 04.12.2020 Ne 555.
48 MyHKT B pea, Mpukasa CB Poccum ot 04.12.2020 Ne 555.

4 MopanyHKT 47 nyHKTa 9 MNonoxeHnsa o deaepanbHoi cayxbe 6esonacHocTn Poccuiickoit deaepaumn,
yTBepXAaeHHoro Ykasom MpesngeHta Poccunitickont ®eaepauun ot 11 asrycta 2003 r. Ne 960 (CobpaHue
3aKoHogaTenbcTBa Poccuiickoit Pegepaumm, 2003, No 33, cT. 3254; 2018, Ne 28, cT. 4198). (B pea. Mpwukasza PCb
Poccum o1 04.12.2020 Ne 555).
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[na obecneyeHnsa obHapyKEHUA KOMMNbIOTEPHbIX MPOrPamMM UAN MHOM KOMMNbIOTEPHOM
nHbopmaumm, npefHasHAYeHHOM ANA HECAHKULMOHMPOBAHHOIO YHUUTOXKEHUA, HAOKMPOBAHUA,
moauduKaumMn, KOMMPOBAHMA 3almwaemor UHPopmauun WAM HEUTpanusauun Ccpeacrts
3aWmMTbl MHGOPMAUMM, A TaKXkKe [NA pearnpoBaHMA Ha OOHApyXKeHWe 3TUX MNporpamMmm W
nHoopmaumm YL, [OMKHBI NPUMEHATbCA CPeacTBa 3aWMTbl OT KOMMbIOTEPHbIX BMPYCOB,
npeAHasHayeHHble A1 NPUMEHEHUs Ha cepBepax MHPOPMALMOHHBIX cuctem (Tun «b») u
ceptudunumpoBaHHble PCb Poccmm Ha cooTBeTcTBUE TPEOOBAHMAM K aHTUBUPYCHbBIM CPeACcTBAM
no Knaccy b2.

Ona obecneyeHus 06HapyKeHUa OEencTeui, HanpaB/IeHHbIX Ha
HECAaHKUMOHMPOBAHHbIN A0CTYN K MHbOpPMALMK, cneumanbHbiX BO3AEWCTBUM Ha CpeacTBa,
peanusylowme MexaHu3mbl GOPMMPOBAHMA METOK [JOBEPEHHOro BpemMeHW, B  Lenax
[06bIBaHMA, YHUUYTOXKEHWUA, WCKaXKeHUA U ONOKMPOBAHMA AOCTyNa K  3awuMuaemon
MHbOPMaALMK, a TaKKe 41 pearnpoBaHUs Ha 3TU AeUCTBMA (NpeaoTBpaLLeHMe STUX AENCTBUN)
YU, AOMKHBI MPUMEHATbCA CPEeACTBA 3alUMTbl OT KOMMbIOTEPHbIX aTaK, cepTUPULMPOBAHHbIE
®CBb Poccuum Ha cooTBeTCTBME TPebOBaHMAM K NPOrpamMmMHbIM, NPOrPaMMHO-aNMapaTHbIM NN
annapaTHbIM CPeACTBAaM TUMNA KCUCTEMbl OBHAPYKEHMA KOMMNbIOTEPHbIX aTak» No Knaccy b.

[N KOHTPONA NOKaNbHOro A0CTyNa M KOHTPOAS LLEeNOCTHOCTM NPOrpaMmMHON cpeapbl
CPeancTB BbIYUC/IUTENDBHOM TEXHWUKM, BXOAALWMX B COCTAB CPEACTB, PEANNZYIOLNX MEXAaHU3Mbl
dbopmmpoBaHua MEeTOK [0BEpPEeHHOoro BPEMEHMN, yu, AO/MKHbI NPUMEHATLCA
annapaTHO-NPOrpaMmHblE MOAYAM [0BEPEHHOM 3arpy3km ypoBHA NaaTbl pPacIMpPEHUs,
ceptudunumpoBaHHble PCB Poccmn Ha cooTBeTCTBME TPEHOBAHMAM K annapaTHO-NPOrpaMMHbIM
MOAYNAM AOBEPEHHOM 3arpy3Kun 3N1E€KTPOHHO-BbIYUC/IUTENBHBIX MALLMH MO Knaccy 2b.

Knacc CK3U cpeancts, peanmnsyowmx mexaHm3mbl GOpMUPOBAHUA METOK A0OBEPEHHOIO
BPEMEHM, AO0KeH bbiTb He Huke Knacca KC3. [lonkHo 6biTb obecneyeHo 3alMuieHHOE
XpaHeHue KpunTorpadmnyeckmx KNyen B HEIKCNOPTUPYEMOM BUAE.

NcxoaHbii Ko, BIOS cpeacts, peanmsylowmx mexaHusmbl GOPMUPOBAHUSA METOK
OOBEPEHHOrO BPEMEHM, AO0/MKEH MPOWUTM aHa/IM3 Ha OTCYTCTBME WM3BECTHbLIX YA3BMMOCTEMN U
BO3MOXHOCTEN [EeCTPYKTUBHOIO BO3AENCTBMA, OCYLLECTBASEMOro MyTemM MCMNo/b30BaHUA
NPOrpaMMHbIX yA3BMMOCTE CO CTOPOHbI KaHanos caa3un.>°

50 1. 38 BBeaeH Mpukasom ®CB Poccum ot 04.12.2020 Ne 555.
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